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Increased focus on operational risk issues—driven largely by perceived growth in regulatory oversight and risk exposures—led to the formation of a BITS Operational Risk Working Group. This group addresses member institutions’ interest in changes taking place in operational risk analysis and mitigation techniques. The Working Group’s charter brought forth a wide range of operational risk issues for discussion through a series of conference calls and in-person meetings. Several priorities, including the development of key risk indicators (KRIs), were established for more in depth review. 
This document represents a team effort to develop practical guidance for professionals tasked with forming and managing a KRI program as part of an overall operational risk plan. This document reflects the combined efforts of more than 40 individuals representing more than 25 banking, securities and insurance firms. Participating institutions are listed below. 
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Developing a KRI Program: 
Guidance for the Operational Risk Manager

I. Introduction 

Whether in response to the Basel II Accord or in keeping with long-established operational risk management practices, the ability to identify and monitor key operational risks is critical to the safety and soundness of financial institutions. Key risk indicators (KRIs) are a fundamental component of sound risk management practices.
 Developed appropriately, KRIs provide effective risk monitoring tools to track changes in risk levels and keep management apprised of shifts in established patterns.

While the process of creating KRIs varies by organization, the outline below offers generic guidance to the operational risk manager charged with developing a robust, reliable and extensible KRI program. Beginning with the importance of educating management on the benefits of KRIs, this tool outlines methods of identifying business line risks, collecting relevant data, and defining a process for establishing and tracking limits over time. This tool is intended as a high-level guide for financial institutions beginning or evaluating an existing KRI program and is a practical resource and primer for the operational risk professional.
II. Enlist or Confirm Senior Management Support:

Create documentation/a presentation for senior management identifying the importance of a KRI Program. This should include:
A.  Benefits
· Place KRIs in the context of Basel II and proposed COSO Enterprise Risk Management Framework. KRIs are a useful aspect of a financial institution’s (FI’s) operational risk framework and an important component of an FI’s compliance tool kit.
B. Business Impacts
· Stress the role of KRIs in enabling senior management to monitor risk.

· Communicate the importance of gaining and maintaining senior management input.

· Consider identifying an individual executive sponsor with enterprise-wide authority.
· Establish a formal, ongoing feedback loop to keep senior management apprised of the program’s challenges and successes.
· Make sure senior management support has been conveyed to the business lines.

· Explain to the business lines why senior management is involved.
C. Regulatory Implications
· Stress to senior management the degree to which regulators—including the Office of the Comptroller of the Currency, Office of Thrift Supervision, Federal Deposit Insurance Corporation, Federal Reserve Board, Federal Trade Commission, National Credit Union Administration, Securities and Exchange Commission, and relevant state agencies—emphasize a strong KRI program in evaluating operational risk frameworks. 

III.
Developing and Implementing a KRI Program  
The initial development process should include appropriate staffing for centralized oversight as well as business line level control. Establishing strong working relationships among all parties to the operational risk process is key to a successful KRI program.
A. 
Educate the business lines on the big picture: How do KRIs support the enterprise-wide risk management requirements and objectives?

· Convey the long-term nature of the operational risk process: Developing KRIs is not a quarter-to-quarter project; success can only be measured with a long-term perspective.

· Help business lines justify the work involved in developing KRIs by listing the benefits (to the business line and the enterprise). 

· KRIs enable the business line to:

· Take a proactive approach to managing risk

· Provide better data to support higher quality decision making

· Identify gaps in the control function

· Improve resource allocation across the business line or, more globally, across an enterprise or region 

· KRIs help the enterprise (and in turn the business lines):

· Develop trending information and establish trends

· Develop and disseminate best practices for risk mitigation

· Establish risk mapping requirements 

· Define terms. (Following this outline are generally accepted definitions for common terminology used by operational risk managers in deploying a KRI program.)

· Provide a schematic for the KRI development process.

· Facilitate educational sessions within the business lines.

· Meet with senior managers in business lines to provide a KRI program overview and make the necessary contacts within each business line.
B.  Identify key business line risks, tools and sources of information. 

· Focus on risk drivers. 
· Interview key leadership and management for input. 

· Access source documents: 
· Control assessment scorecards or self assessment    

· Tools (a key, primary resource)

· Audit risk assessments (using risk maps, etc.)

· Management reports

· FIDCIA (as a risk identification tool)

· Internal/ external loss data 
· Department MIS data and reports (including information security)

· Internal dependency guidelines depict how systems interact. A certain business function may have high risk dependencies and documentation to identify those dependencies may be needed.  

· Service level agreements are contractual arrangements that list performance quality measures and system dependencies. 
· Consult the business line manager on the availability of additional sources.

· Collect all applicable and accessible historical data. Note that historical data may be difficult to baseline. Assumptions and estimates may have to support initial data inputs.
C. Confirm key risks with business unit leadership.

· Review process, emphasizing cooperative nature of the effort. 
· Present analysis of sources. 
· Solicit input with an eye to forming a consensus driven outcome.
D. Identify the metric.
· Review source documents listed in section B above. 
· Examine existing performance indicators or other metrics currently collected to see if they also can be used as risk indicators.

· Brainstorm with business lines and/or internal audit to identify new risk indicators.

· Participate in industry consortium groups for information sharing and identification of best practices.

E. Track and establish limits.

· Refer to generic template that identifies the metric used to track the KRI. (See exhibits.) 

· Assist business line management in establishing thresholds for each metric:
· Based on historical data if available

· Based on industry standards

· Based on management’s estimation, validated by testing over time.
· Identify a tracking frequency. 

· Determine how internal departments such as audit, compliance, corporate risk, etc. will use the data and how each will respond to escalation events.

F. Establish an Escalation Process.
· Establish a notification process based on thresholds for each KRI or KRI groups.

· Identify the appropriate chain of command for the escalation process.
· Ensure that corrective action steps are developed to address an escalation event. 
IV. Establish a plan to manage KRIs over time 

Critical KRIs will change over time as organizational risks change. Processes need to be established to reassess the value of identified KRIs and to determine the need for new indicators. In addition, reporting requirements may change based on regulatory expectations. An ongoing process for monitoring the overall framework is required to anticipate and plan for these and other potential changes.

A.  Having established the KRI program, develop a process for ongoing administration and monitoring.

· Assign responsibility for an overall monitoring process to a committee or individual(s) responsible for overall monitoring.
· Determine how often meetings to review the monitoring process should be held and who should attend (to include enterprise risk management and business line representatives).
· Outline a process by which the committee or individual(s) will insure diligent monitoring of the KRI program.
· Determine how metrics, thresholds and escalation points will be reviewed for appropriateness and adjusted for effectiveness.

· Review reports to identify new trends and define a process for identifying, documenting and reporting new KRIs.
B.  Establish a process for incorporating KRIs into operational risk management processes and decisions. 
· Consider including as an adjustment to allocation of operational risk capital.
· Ensure use of KRIs as a risk management tool for proactive monitoring of risk.
· Ensure business lines incorporate the operational risk program into their regular ongoing business activities (including departmental meetings, business expansion/reduction evaluations, etc.).
C. Reevaluate and cull outdated KRIs and adjust metrics and thresholds to include documentation of reasons for eliminating or revising KRIs and associated metrics. 

D. Establish a process for keeping executive management informed.
· Senior management should receive status reports on an ongoing basis.
· Escalation processes should include a determination of the circumstances under which senior management and/or the board of directors should be informed of escalation events.

V. Terms

Referencing Section B Above:
Terms include the following definitions and the seven Basel categories of risk:

Risk—The possibility that an act or event will occur and adversely affect the achievement of objectives.
  

Key Risk—A deficiency that could significantly impact an entity’s ability to develop and implement its strategy and to achieve its established objectives regardless of probability. 
 

Operational Risk—The risk of loss resulting from inadequate or failed internal processes, people, and systems or from external events.  This definition includes legal risk, but excludes strategic and reputational risk. 
 

Risk Driver—A condition, which by its existence or nature increases the probability or likelihood of an event or loss from occurring. The greater the number and severity of risk drivers for a particular type of risk, the greater the potential for occurrence.  Examples of risk drivers include volume metrics (e.g., number of transactions), manual processes and customer complaints.

KRI type (inherent/controllable)

Inherent KRI—Metrics that measure risk built into a specific business process or function; this type of metric may be used to scale various business lines for comparison purposes.

Controllable KRI—Metrics that measure risk where the implementation of effective controls could reduce potential risk events from occurring.

Audit Risk Assessment/Narrative—Tools used by internal audit to quantify and document the risk profile of a specific business line including the controls in place to mitigate risk.
Threshold Level—Defines the maximum tolerance for a specific KRI result that can take place before a process of escalation occurs and steps toward improvement are mandatory.

Escalation Point or Trigger—Point at which risk has escalated to the degree that management involvement is required. There may be several escalation points for a single KRI requiring different levels of management response (e.g., action by line manager, senior business manager, executive level manager, or chief risk officer).

Seven Basel Operational Risk Event Types 
 

Internal Fraud—Activities that result in defrauding the bank, its customers, or tax authorities; misappropriation of property; circumvention of regulations, the law or company policy; and diversity/discrimination events involving at least one internal party. Examples include: reporting of positions; employee theft; insider trading on an employee’s own account; and fraudulent advice given to clients to encourage trading activities, such as investment banking selling a stock while advising clients to buy that stock. 

External Fraud—Acts by a third party with the intent or result of defrauding the institution, misappropriating property, or circumventing the law. Examples include: robbery, forgery, check kiting, computer hacking, and denial-of-service attacks. 

Employment Practices and Workplace Safety—All activities and acts consistent with employment, health and safety laws and/or agreements, or which result in personal-injury claims relating to employment contracts and diversity/discrimination issues. Examples include: workers’ compensation claims, violation of employee health and safety rules, organized labor activities, discrimination claims and all general liability. 

Clients, Products and Business Practices—Unintentional or negligent failure to meet a professional obligation to specific clients (including fiduciary and suitability requirements), or such failure caused by the nature and design of a product or financial service. Examples include: inappropriate trading recommendation based on a client’s requirements; fiduciary breaches; misuse of confidential information; improper trading activities on the bank’s account; money laundering; and sale of unauthorized products. Legal risk related to the above is also included.

Damage to Physical Assets—Loss or damage to physical assets from natural disasters or other events such as terrorism, vandalism, fires, floods, storms, civil wars and strife are included. This extends to the risk to assets from third-party suppliers and outsourcers.

Business Disruption and System Failures—Includes all hardware, software, telecommunications outages, utility outages, and real estate facilities problems.
Execution, Delivery and Process Management—Includes the complete transaction processing environment of a financial institution. Failed transaction processing or process management, relations with trade counterparties, and relations with vendors are also included. Examples include data-entry vendors; offshore processing vendors; collateral management and administration failures; incomplete legal documentation; unapproved access given to client accounts; outsourcing vendor disruptions and failures; non-client counterparty non-performance or mis-performance (such as central securities depositories, exchanges, custodians, industry processing venues and utilities), and vendor disputes and non-performance.

Exhibits- Sample KRI Templates   
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� At the time of the writing of this document, the BITS Committee referenced several sources that added value to its discussions of sound risk management practices. Those sources included the BIS Basel Committee on Banking Supervision’s Sound Practices for the Management and Supervision of Operational Risk, published February 2003; COSO’s draft Enterprise Risk Management Framework; BITS Key Risk Measurement Tool for Information Security Operational Risks; and “Getting Traction with KRIs,” an article by Charles Taylor and Jonathon Davies published in the November 2003 RMA Journal.


� (Source: COSO draft Enterprise Risk Management Framework, Appendix E, pg. 3,   and Federal Financial Institutions Examination Council's Audit Booklet, Appendix B, pg. B-2)





� (Source: COSO draft Enterprise Risk Management Framework, Section 10, pg. 84)





� (Source: Bank for International Settlements, Basel Committee on Banking Supervision, International Convergence of Capital Measurement and Capital Standards, a revised Framework, published June 2004, page 137)





� (Bank for International Settlements, Basel Committee on Banking Supervision, International Convergence of Capital Measurement and Capital Standards, A revised Framework, published June 2004, Annex 7, pg 224)  
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Sheet1

		OpR - Key Risk Indicator (KRI) Details

		RiskID

		Risk Title

		Key Risk Indicator (Title)

		KRI Description

		Unit of Measurement

		Measurement Details

		Measurement Frequency

		Goal Level

		Threshold Level

		Escalation Level-1

		Level-1 e-mail

		Escalation Level-2

		Level-2 e-mail

		KRI Target Date

		KRI Complete Date

		Contact Name

		Contact Phone

		Approved By SVP

		Date Updated

		Reason Updated

														KRI Details ver#6
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KPM & KRI Data

		

				KPM/KRI DATA WORKSHEET

				KPMs and KRIs can help better evaluate manager performance as well as predict and budget for operational losses. While ultimately we would like to hone the KPMs and KRIs list to those that can be effectively tied to loss and other performance data, our in

				DESCRIPTION OF KPM/KRI		CONTROLLABLE / INHERENT		DO YOU CAPTURE THESE KPM/KRIS?		CAPTURE FREQUENCY		WHERE ELSE ARE THEY CAPTURED?		CAPTURE FREQUENCY		PLEASE DESCRIBE ANY SYSTEMS THESE COULD BE RETRIEVED FROM		HOW MUCH HISTORICAL DATA IS AVAILABLE?

				% of staff who received sexual harassment training		Controllable		Yes, on an ad-hoc basis		Monthly		HR		Quarterly				5 year history

		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------		-------------------------------------------------------------------------------------------------------------
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Examples

Show All Comments

Hide All Comments

Please specify whether the KPM/KRI is something that could be directly managed to improve the control environment or reduce the risk exposure of your area. Examples of uncontrollable KPM/KRIs are things like transaction volume or number of customers, which are inherent to the business and cannot be directly managed to improve the control environment and/or reduce risk exposure. In contrast, controllable indicators are things such as percent of employees who receive advanced training or number of vacation days spent, which could be directly managed to improve the control environment and/or reduce risk exposure of the business.



List of KRIs

		

				SAMPLE KRI LIST

						INHERENT INDICATORS		CONTROLLABLE INDICATORS

				PEOPLE		Number of employees		Training # of hours spent

						Average years on job (experience)		Overtime # of hours

								Overtime # of people

								Vacation days used

				PROCESSES		Number of new accounts		Number of fraudulent transactions/checks processed

						Number of new customers		Number of transactions completed with missing documents

						Number of customers		Number of unapproved transactions

						Number of accounts		Number of unauthorized trades

						Value of assets in custody		Number of incorrectly typed/input trades

								Number of accounts with missing documents

				SYSTEMS		Transaction volume		Server downtime

						Transaction value		Number of individual software applications required/supported

						Number of computers		Help desk wait time

								Server utilization

				EXTERNAL		Number of fraudulent transactions/checks encountered		Number of unauthorized accesses

						Number of unauthorized access attempts		Number of break-ins

						Number of attempted break-ins
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