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THE BITS AGGREGATION SERVICES WORKING GROUP

CHAIR: Gayle Wellborn, Bank of America Corporation

SUBGROUPS

Security, Technology and Standards, Co-Chaired by Roger Callahan, Bank of America Corporation,
and Dan Schutzer, Citigroup Inc.

¢ Customer Education, Chaired by Gayle Wellborn, Bank of America Corporation
e Legal and Regulatory Framework/Privacy and Information Use, Chaired by Brad Ipema, Wachovia
Corporation
CHARTER

The BITS Aggregation Services Working Group seeks to identify and implement industry actions to enable safe,
secure, private and efficient aggregation services for consumers.

STRATEGIC GOALS

Work with regulators, aggregators and other industry groups to develop an industry approach for
financial aggregation services;

Assess and recommend privacy and security criteria for aggregation software and services; and
Educate consumers on risks and advantages of aggregation services.

SHORT-TERM OBJECTIVES

Minimize the risks associated with “screen scraping’:
- Authentication/authorization process

—  Data feed/data collection

-~ Customer education

- Minimum security requirements

—  DBusiness practices

Identify and assess relevant laws and regulations

LONG-TERM OBJECTIVES

Facilitate the development of a more robust aggregation infrastructure that includes the necessary
features for authorizing and auditing fund transfers while simultaneously addressing safety and
soundness, privacy, and efficiency issues.

Include the following issues:

— Identification and authentication (to validate customers, financial institutions, and bill presenters)
- Authorization (de-authotization)

—  Validating and tracing transaction requests

-~ Audit and non-repudiation

-  Corrections process

- Efficient data-feed model

—  Liability resolution

- Appropriate business rules

Encourage pilot efforts to validate and refine feature specifications.
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ABOUT BITS

BITS was created in 1996 to foster the growth and development of electronic financial services and
e-commerce for the benefit of financial institutions and their customers. A nonprofit industry consortium
that shares membership with The Financial Services Roundtable, BITS seeks to sustain consumer confidence
and trust by ensuring the security, privacy and integrity of financial transactions. BITS works as a strategic
brain trust to provide intellectual capital and address emerging issues where financial services, technology and
commerce intersect, acting quickly to address problems and galvanize the industry. BITS’ activities are driven
by the CEOs and their appointees—CIOs, CTOs, Vice Chairmen and Executive Vice Presidents—who make
up the BITS Executive Committee, BITS Advisory Group and BITS Council.

BITS’ mandate is to:

e Tacilitate the growth of electronic banking and financial services

e Facilitate development of superior, market-driven technologies

e  Maintain the industry's role at the heart of the payments system as e-commetce evolves

e Sustain consumer confidence and trust by ensuring the safety, soundness, privacy and security of financial
transactions

e Leverage resources and infrastructure across the industry

BITS focuses on those areas that are most pressing to the financial services industry. Current priorities
involve issues related to Crisis Management Coordination, Operational Risk, Fraud Reduction, IT Service
Providers, Security and Risk Assessment, Payments Strategies and Identity Theft. BITS serves an education
and monitoring role with its Patent Issues and Privacy initiatives and is scheduled to complete work related to
Authentication and Aggregation in 2003. BITS and The Financial Services Roundtable have a joint Identity
Theft Prevention and Consumer Assistance initiative. Additionally, the BITS Product Certification Program
provides the industry with a self-regulatory measure for addressing technology risk. BITS’ results range from
published business requirements to a communications strategy for industry CEOs in times of crisis.

To learn more about BITS, please visit the BITS website, www.bitsinfo.org.
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I. INTRODUCTION
A. Background

In its infancy, online financial aggregation involved collecting the consumer’s financial data from multiple sources
and presenting that information in a consolidated format. Third-party vendors, many with little financial services
experience, provided the screen-scraping technology implementation that made aggregation possible. Financial
services institutions (FIs) did not offer the service, were uniformly on the receiving end of scraping efforts, and
lacked the ability to control key aspects of the aggregation process.

As industry and technology have evolved, two major changes have taken place: First, FIs are now the preferred
providers for financial aggregation services, having assumed integral roles in the aggregation process either by
contracting with third parties to offer aggregation services to their customers or by bringing the aggregation
process in house. Second, simple consolidation services are moving toward a more sophisticated aggregation
model which, by its nature, introduces more risk into the process. Examples include offering advanced financial
advisory services based on a customer’s consolidated portfolio and integrating aggregation services with other key
self-service capabilities, such as inter-company funds transfers.

Aggregation today still requires the sharing of authentication secrets among multiple parties. The resulting
security, business and reputation risks are causing growing concerns given the changes taking place in aggregation
services. Higher-risk operations require stronger controls, both to protect the consumer and optimize the
technology’s value. Without more robust forms of authentication, customer usernames and passwords will
continue to provide an unintentionally wide gateway to account data for parties beyond those intended by the
customer. Also critical to the improved security and accuracy of aggregation services is the ability to exchange
information securely based upon open and interoperable direct data-feed standards. Aggregators, account-holding
tinancial services firms, and technology vendors face these challenges together and share a vested interest in
enhancing the safety and soundness of all aspects of aggregation. This common bond was a driving force in
producing this revised BITS Voluntary Guidelines for Aggregation Services.

B. Aggregation Services Today

While early predictions for adoption of aggregation services have not been reached, more than 100 major financial
services firms are offering aggregation services. Market segmentation is increasingly driving today’s aggregation
functionality, with a number of financial firms catering to the high-net-worth client whose relatively complex
portfolio is better suited for more sophisticated applications. Some firms have opted to provide aggregation as a
staple to online banking services, integrating aggregation functionality with existing home banking services. The
lion’s share of the industry’s aggregation technology and software is in turn provided by one or two firms.

As of 2Q03, a leading purveyor of aggregation services reports that data feeds are in place at approximately 30%
of the financial sites supported. However, the percentage of large financial organizations that support data feeds is
disproportionately lower, indicating that the industry has a good deal of progress to make in this area.

Robust direct feeds incorporating timely data will improve the aggregator’s ability to develop new uses, especially
professional financial advisers who demand the reliable data that direct feeds can provide. Direct feeds provide
the real-time power required to support account analysis with a robust funds transfer and investment capacity.
Going forward, aggregators hope to rely on direct feeds to provide clients with dynamic statements of their net
worth that include the full spectrum of assets from cash to complex financial instruments.

© BITS 2004. All rights reserved. 6 January 2004



C. The BITS Aggregation Services Working Group

At the end of 1999, a critical mass of BITS members experienced screen scraping of their customer’s online
accounts by aggregators, and voiced concerns about issues ranging from service disruptions, security breaches,
privacy and legal uncertainties, and the need for consumer education around nascent aggregation services. In
April 2001, BITS published the initial BITS Voluntary Guidelines for Aggregation Services. The 1 oluntary Guidelines
applied to the most common form of aggregation—screen scraping—and provided best practices for mitigating
risks associated with the service from a technical and security standpoint, as well as from a legal, privacy and
customer-education perspective. The 1oluntary Guidelines provided a framework for aggregators and financial
services firms, and served as a template for structuring contracts between Fls and aggregation service providers.
They have drawn international attention from financial services organizations in the U.K., Canada, Australia and
Japan, as well as from international regulators through the Organization for Economic Cooperation and
Development (OECD), Bank for International Settlements (BIS) and Basel Committee on Banking Supervision.

Given the importance of continued risk mitigation in an environment in which more comprehensive and complex
aggregation use is envisioned, the BITS Aggregation Services Working Group developed this expanded and
updated set of VVoluntary Guidelines that takes into account both screen scraping and more sophisticated
aggregation technologies. With a goal of establishing best practices around authentication processes that do not
require the consumer to share his or her password with a third party, and a safer, more robust approach to data
collection, this revised edition of the BITS I oluntary Guidelines for Aggregation Services provides guidance with respect
to aggregation services technology, legal and regulatory concerns, and consumer education. Privacy issues,
addressed separately in the April 2001 edition, are incorporated into the Legal and Regulatory Framework section
of this 2003 edition.

These VVoluntary Guidelines represent sound business practices that can increase the safety and soundness of the
aggregation process today and in the near future. While it is not expected that every institution would meet every
one of these guidelines, it is recommended that businesses implement as many of these as is commercially
reasonable. Individual practitioners may well choose to implement more stringent processes. The Voluntary
Guidelines often suggest specific target outcomes and then present several different approaches to achieving those
results. This deliberate structural device (1) recognizes that there are often different means of achieving a specific
goal and (2) provides the reader with some sense of the range of alternatives that might achieve a desired end.

D. How the Guidelines Were Developed

The BITS Aggregation Services Working Group solicited responses to a request for information (RFI) from
developers and vendors of aggregation and related authentication technologies in order to establish guidelines
grounded in current and evolving technology. Details relating to the technology, standards and services were
requested in order to provide the Working Group with direction on the structure of data-feed and authentication
services and the technologies and standards driving their development. With an appreciation for the financial
services industry’s concerns, vendors were offered several architectural structures to consider and were asked to
consider requirements for interoperability, open standards, more robust authentication and data-exchange
capabilities. Key concerns to be addressed were:

e Security — Aggregation service providers store a large number of access credentials, which create a lucrative
target for exploitation. It has become increasingly difficult to apply consistent control mechanisms to protect
that information.

e Auditability —When payments or other activities are initiated directly or indirectly from aggregation sites and
customer confirmation is not a de facto requirement for confirming accuracy, transactions can potentially be
based on incorrect data transfer, resulting in errors and financial injury. In such instances, it is important to
be able to reassemble data flows to establish the source of the error.
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Desired Data Attribute —Screen scraping involves a constant struggle with changing source data, website
designs, data placements and formats, blocked user passwords, and other disruptions that support the
development of new solutions that would more readily provide consumers with the consistent and integrated
view of their accounts that aggregation promises to provide.

Based on the RFI responses, Working Group subcommittees expanded and updated the BITS U oluntary Guidelines
for Aggregation Services to promote safety and soundness as well as more scalable solutions and increased adoption.
A high-level outline of the changes made to the 2001 Ioluntary Guidelines by subcommittee section is noted below.

E.

Technology and Security — Additions to this section of the VVoluntary Guidelines are designed to look beyond
the limits and risks associated with screen scraping. Recommendations are made for safe and sound business
practices for data-feed and authentication technologies. They focus on processes for account provisioning,
data exchange, and encryption, data-feed and security architecture.

Legal and Regulatory —Legal issues include the Federal Reserve Board’s Regulation E, the application of
the Gramm-Leach-Bliley Act (GLBA) and associated privacy and security regulations, the Fair Credit
Reporting Act, and liabilities that arise in a data-feed environment. Work conducted previously by the Privacy
and Information Use subgroup has been incorporated into the Legal and Regulatory section and updated as
appropriate. The focus is on achieving a state in which regulations apply equally to all providers of
aggregation services. Success has been achieved on this front in all cases except with respect to Regulation

E. The Federal Reserve has not issued a formal opinion on the applicability of Regulation E to aggregators.

Consumer Education —The transition to data-feed technologies requires consumer education about a range
of issues related to product functionality and changing legal ramifications. This section of the Ioluntary
Guidelines makes recommendations regarding disclosures on policies and procedures that pertain to all aspects
of the consumer experience with online aggregation.

For Additional Information

For additional information about the BITS VVoluntary Guidelines for Aggregation Services and BITS” work related to
aggregation setvices, contact BITS Director Leslie Mitchell at 202-289-4322, leslie@fsround.otg or BITS Senior
Consultant Gary Roboff at 914-478-9360, gary@fsround.org. Those interested may also contact Gayle Wellborn,
Senior Vice President, Bank of America, and Chair, BITS Aggregation Services Working Group, at 704-388-0968,
gayle.wellborn@bankofamerica.com.
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II. SECURITY, TECHNOLOGY AND STANDARDS
A. Overview

Objectives
e Suggest guidelines for the collection and storage of customer account information.
e Develop a set of guidelines and recommendations for aggregation setvice providers, aggregation
technology providers, third-party vendors, and institutional account holders with respect to identification
and authentication.

e Identify the need for authentication and information exchange between aggregation service providers.

Assumptions
The security requirements follow from a set of core security principles recommended for all application
development:

e Security is the responsibility of everyone within the organization. Each employee is accountable for
ensuring that information-security principles are implemented and followed.

e Appropriate security controls should be designed into every system, application and business process. All
systems shall include appropriate security controls (e.g., authentication, auditing).

e Security controls should correspond to the value and/or sensitivity of the undetlying information. Each
application system should be assessed for sensitivity, integrity and criticality as a prerequisite to defining
and managing risk.

e Access should be restricted on a need-to-know basis under the principle of least privilege. Authorization
for access to information should be driven by the sensitivity of the information and the uset’s need to
know.

e Security is most effective when implemented in a complete and consistent manner, and when all known

vulnerabilities are addressed. Information is an asset and should be protected from unauthorized access,
disclosure, destruction, modification or loss, whether accidental or intentional.

Guidelines
The following guidelines, which implement these objectives, are:

e Security Guidelines for “Trusted” Aggregation Setvices; and

e Guidelines for Aggregation Authentication and Data Feeds.

B. Security Guidelines for Trusted Aggregation Services

Overview

Aggregation services are being performed by a number of companies on the Internet. The nature of these
services, if not properly implemented and trusted, can pose significant security risks to the customers of these
services (end users), the institutions whose customer information is being aggregated (institutional account
holders), and the companies providing aggregation services (aggregation service providers).

Guidance from various sources, such as the American Institute of Certified Public Accountants (AICPA),
addresses control practices that should be considered. The security guidelines in this document focus on specific
implementation considerations. They have the most value when used in conjunction with a full range of security
practices and processes related to internal management controls, including those for development, quality control,
change management, vulnerability assessments, virus protection, monitoring, response, and recovery.

© BITS 2004. All rights reserved. 9 January 2004



General Security Architecture/Framework

There is more than one way to implement an aggregation service. This document discusses alternatives based on a
general framework for secure implementation for a “trusted” aggregation service by use of multiple servers, as
one example. Multiple servers are best implemented in protected layers. This layered approach is used to protect
the most sensitive information from direct Internet access, to reduce impacts from a single compromise of a
server, and to limit exposure and authorized access to servers containing the most sensitive information. These
concepts, coupled with multiple data and system protection technologies, are often referred to as a “defense in

depth” approach.

The aggregation service provider’s customer accesses the aggregation service over the Internet using a standard
Web browser client. The Internet-facing Web server contains the “presentation layer” for the aggregation service.
This server interacts not only with the customer but also with a notional “business application layer” server. The
business application servers also interact with other corporate systems that generally house customer data.

Presentation layer servers (of the aggregation service) should provide for access right limitations and be protected
from the Internet by firewall technology as well as monitored by an intrusion detection system (IDS). The firewall
platforms” operating systems should be hardened so that only those operating system services necessary to
operate the firewall are used or even installed, and only those services necessary to run the Web application are
enabled through the firewall.

In addition to operation system hardening, the business layer server should be further isolated from the
presentation layer through use of another firewall layer in what is often termed a “demilitarized zone” (DMZ) or
similar system and/or use of proxied services. The goal is to assure that any compromise of the presentation layer
server system does not inherently provide a vehicle to compromise the business application layer servers.
Additionally, sensitive customer or customer credential data are best housed outside of the application logic.
Protection and access to customer data by separation of one layer from another is recommended.

Specific Security Requirements

Through the BITS Product Certification Program (BPCP), BITS has established specific security profiles for
aggregation applications. Providers of aggregation services are encouraged to meet the criteria in the application
product profiles published on the BITS website and pursue BITS Certification. Additionally, vendors pursuing
Common Ciriteria (CC) Certification should include the BITS CC profiles in their product testing plans.!
Providers of aggregation services should also address the following aspects of security (as outlined in the
subsections below): data security, application security (including passwords and application development),
network security, firewall security, physical security, and operations security (including audits, disaster recovery,
personnel security, and subcontractors). In case of inconsistencies between the BITS application product profile
and this document, in the case of aggregation products, this document will supercede the profile.

There are certain basic system-level guidelines that are applicable in the aggregation infrastructure. These include:

e All financial data transport, throughout all aggregation-related processes on public or unprotected
networks including end-user presentation, should be encrypted as described in Appendix II, Industry
Encryption Standards.

e Customer authentication credentials should be encrypted during storage and transmission using industry-
accepted standards. Customer nonpublic personally identifiable information gathered through

aggregation should at a minimum be protected as required by industry laws and regulations, such as
GLBA.

! For more information about the BITS Product Certification Program, go to www.bitsinfo.org/fslab.html.
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e The process should provide for audit support in a manner agreed to by the respective parties. Such
audit-support solutions may include signatures, transaction IDs and public time-stamps.

e All security guidelines should be enforced during migration processes when those involved in providing
the aggregation service or other parties change technology providers.

Further, the security guidelines fall into five categories:
e Data Security
e Application Security
e Network Security

Physical Security

e Operations Security

Each of these areas is explored in greater depth in the following sections.

Data Security

Public and widely used or financial industry standards for encryption (see Appendix II) should be used for the
communication of all sensitive, personally identifiable or security-sensitive customer and account information.
Storage of passwords, PINs and account numbers should be encrypted using public and widely used standards or
financial industry standards. These types of data are best stored and managed in an encrypted form throughout
the entire system and only decrypted at the end point of use. All personally identifiable and security-sensitive
customer or account information should be encrypted. Additionally, greater compartmentalization of information
should be implemented through the use of multiple encryption keys, so that a compromise of a single key does
not provide access to all other information.

Neither customer passwords nor PINs should be available for viewing or for reporting by administrative or
customer support personnel at the aggregation service provider. Additionally, developers should neither have
access to, nor use, actual customer passwords or PINs in the process of developing and testing applications. (This
does not include those test accounts or customer accounts that have been approved or established for trouble-
shooting purposes.)

Operating policies, application and database software implementations and operating system features should
ensure that old, deleted, or inactive account data do not remain in the active data repository. Customer credential
information should remain encrypted in backup and archive media. Specific procedures for assuring the security
of backup media, both logical and physical, should be documented and petiodically audited.

All aggregation setvice provider customer enrollment/de-enrollment and customer profile ot account information
changes should be logged. Tracking information such as user 1D, time stamp, account number, and type of
change identification should be included in logged records. Personally identifiable customer information in logged
information should be accessible only to authorized individuals requiring such access to perform their duties.
In summary:
e All authentication credentials should be encrypted, including:
-~ Master credentials, which are used to protect access to aggregated information at the aggregator
website.
- Site-specific credentials, which are used to protect access to account-holding financial institution
websites, but are stored in the aggregator data store to enable aggregation.
-~  Operational credentials, which are passwords used by operational personnel to manage and
maintain systems running the aggregation system.
e Master passwords should be one-way hashed to further protect compromise.
e Industry-accepted encryption key management processes should be deployed.
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e Encryption keys may be stored in tamper-resistant hardware security modules (TRSM).
e For further protection, data-expiration policies should be documented and implemented.

Application Security
In addition to the points noted below, aggregation service providers should also follow the general security tips
for online financial services accounts developed in conjunction with the BITS Product Certification Program. (See

page 10.)

Access to customer services should be controlled through protected authentication and authorization processes,
and should incorporate the following:

e Customer information access should be protected by authentication credentials, such as username and
password or other credentials of similar strength.

e Such authentication should be timed out after a predetermined period of inactivity.

e The timeouts may be implemented on both the client side and server side to protect user information in the
case of unattended workstations.

e  Password controls should include:
—  Password construction.
—  Minimum length requirements for all users of at least six (6) characters.

e Passwords should contain a mix of upper and lower case letters, numbers and special characters. Specifically,
passwords may:
—  Be constructed of uppercase letters, lowercase letters, numbers (0-9) and the special characters

!9@3#:$90/07A3&9(9)> aﬁd *'

—  Be required to contain characters from at least two of the three sets above.
—  Be required to be case-sensitive for optimal security levels.

e Passwords may be required to be changed within a set time period.
—  Password change timeframe may be set to 180 days for optimal security levels.

e When passwords are changed, they may be required to be different from some predetermined number of
previous passwords.
—  This number may be set to 3 for optimal security levels.

e The application should lock users out upon a predetermined number of invalid password attempts.

e (Credentials should be masked when displayed, entered or printed.

Administrator controls should be provided to only a limited number of authorized individuals. Such
administrative control should be accessed only via enhanced access control and authentication with special
attention to any remote administration. It is important to log all administrator actions.

Development Process

Application source code should be developed on a separate server from production executables. A quality
assurance process should be established and followed to evaluate, monitor and control the establishment of
production code and implementation of changes. An independent group should perform code reviews and audits
of security critical features. Such reviews should be performed before new code is released into production
environments.

For purposes of problem resolution, application log printouts should be designed to minimize divulging

customers’ personal information. For example, debug printouts should produce truncated information of
sensitive account number information.
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Troubleshooting, debugging or performing any other suppott role can be done in a production and a non-
production environment.

Session cookies should be implemented in a manner that will not compromise sensitive information or
authentication services. If the cookies contain user-identifiable information, the information should be encrypted.

The application should be developed in accordance with the following:
e All confidential data passed to the browser should have the highest level of encryption generally available.

e All pages containing confidential data (including any secure entry pages that have Web forms for logins)
should be set not to be cached and to expire immediately.

e The method used for all sensitive parameter-driven requests sent to an aggregator should always be
POST. This minimizes the appearance of confidential data in browser history lists.

e No authentication data should appear in the page source in clear-text form. This means that when a user
displays the page source, the user should not see an unencrypted PIN or CODEWORD, or any other
authentication data displayed in clear-text form within the page source.

e All information received from a browser should be validated based on information stored on internal
known and trusted aggregator data repositories. Information received from the client should not be
trusted.

e Cookies are vulnerable to attack, so care should be taken in their generation and use. In general, cookies
should be encrypted, and set to expire within a normal browser session. With confidential transactions,
the application may verify that the cookie was not stolen. This can be accomplished by verifying that the
browser environment variables have not changed since this previous interaction in a session.

e The method used for all requests sent to an aggregator should always be <POST> Furthermore, the
POST technique is strongly recommended for application-to-application communication. However, if
<GET> is used, the following guidelines should be followed: <GET> should be used only for
application-to-application communications that reside within the same security infrastructure. (Note: The
GET method should not be used for any application-to-browser communications.)

e All fields fed into the application, including hidden fields, from the browser must be centrally checked
and filtered for dangerous patterns, for example, cross-site scripting attacks and other vulnerabilities.

e None of the parameters that are at all specific to a customer or to any type of authentication or
authorization should be included in the URL as part of a query string. If the management of variables
cannot be handled strictly at the application server level, once initial entry is made, then encrypted hidden
fields in Web forms should be used.

e Application failures should not degrade security controls. Applications should fail securely.

e Active server pages, Active X, Java, and Java scripting best practices are outside the scope of this security
document. Application developers should document all security assumptions used for these types of
implementations. A documented process and application-development methodology and standards are
recommended for code development based on current, good security-development practices.

Network Security
e SSL should be used when obtaining data feeds.

e Client certificate authentication may be used to add another factor to the authentication process between the
aggregation service provider and the institutional account holder.

e Network traffic between components should be encrypted whenever carrying personal information, even
within data centers.

e Encryption and authentication between server components (i.e., presentation, application and data servers)
should be used if not co-located in a protected physical environment.
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e EHach server layer within the framework should be protected and services should be enabled to prevent a single
breach from compromising the entire system.

Firewalls

For aggregation service dedicated firewalls, the perimeter firewall should be configured to allow only hypertext
transfer protocol (HTTP) and Secure Socket Layer (SSL) enabled connections, i.e., HTTPS, to designated
externally visible IP addresses. No exceptions to this rule should be permitted, unless additional specific services
are part of the aggregation service and are securely addressed in the design process.

e The perimeter firewall and other server components should use internal IP addresses only, in order to reduce
the possibility of detection and subversion of the components.

e Remote access to firewall areas via the Internet for support purposes should use virtual private networking
(VPN) and multi-factor authentication.

Development Processes

e Regular external/internal network penetration assessments should be petformed to identify changes or new
weaknesses in boundary networks, as well as the internal networks. This should be included as part of any
certification process.

e Access by service personnel is best authenticated using multi-factor authentication. This access should be
limited to the approptiate support groups.

The Demilitarized Zone

A Demilitarized Zone (DMZ) protects the logical boundary between two networks of different security models.
The Internet DMZ separates the Internet from the main internal network. It is actually a collection of networks,
and each has a security policy based upon the sensitivity of the applications or data on the component machines.
The DMZ was designed to conform to the most stringent security tenets while still allowing legitimate commerce.

Basic DMZ Tenets
e Access is denied by default. What is not explicitly allowed is denied.

e Multiple layers of defense are used to increase the effort required to compromise a system or systems and
to increase the probability of detection.

e All Internet traffic is monitored and incoming connections are, by design, accepted ideally only at
specifically authorized ports. Services available at the Web server should be only the absolute minimum
required.

e Responsibility is separated in all aspects of system and process design. This separation increases the
number of people and machines it takes to fully compromise the system and decreases the probability a
malicious user may cause extensive harm without additional resources.

e The rule of least privilege provides individual machines/processes/users with the minimum amount of
privileges needed to conduct their function.

e Auditability provides continuous and permanent monitoring and auditing capability to minimize the
impact of an intrusion through quick detection, and increases the probability of successfully tracking and
prosecuting an intrudet.

e Dhysical security ensures that the DMZ environment is accessed only by those who need it.

e Internal and external defense mechanisms should be established. Appropriate measures should be taken
to minimize risk of insider access to production data.

e Passwords are confidential data. As such, they should not be stored or transmitted in the clear-text form
anywhere in the system.

e A tiered architecture should be implemented for aggregation systems.
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e An aggregation system is unique in that it has two different interfaces to the Internet:

-~ End-users’ browsers connecting to front-line servers. This is an inbound connection. End users
access their data from the aggregation system using this connection. This interface should be placed
in a separate tier and needs to be separated from the “data access layer” that has access to the “data
store” where the end-user information is stored. This separation is achieved through the use of DMZ
or similar separation that provides the same assurance to keep the front-line servers from the data
access layer.

— Data gathering servers connecting to other financial institution websites or data feeds. This is
an outbound connection. The aggregation systems use this interface to communicate with other
information providers or service providers to gather data to be aggregated. This interface also needs
to be placed in yet another tier and needs to be separated from the “data access layer” through the
use of a DMZ or similar separation.

Physical Security

e DPolicies should restrict data-center and server access to authorized personnel only. Controls for escorted visitors
should be implemented and followed. The following policy traits are recommended:
—  Education and awareness training should be provided for employees to ensure they understand policies and
practices.

—  Practices should be posted that show steps taken to ensure restricted access.
—  Practices should be posted that show conditions under which employees have access to data.

e Facilities protection measures should be designed to prevent physical access by unauthorized individuals and
detect, with a high degree of probability, unauthorized access attempts and unauthorized accesses.

e All access to facilities hosting aggregation should be monitored via video surveillance and protected with, at a
minimum, card access.

Operations Security

Development, quality assurance (QA), and production operating environments should be physically separate and
maintained separately. Preproduction (development) hosts should not also be used as QA hosts, nor should QA hosts be
used for a production environment and or for production hosts.

Separation of responsibility should be maintained. In other words, there should be separate groups of people who write
code vs. those who review QA and approve it for production.

Some form of multi-factor authentication should be used to control updates and access into production from any

location (including QA).

Only authorized personnel should have server access. Access to the server should be only by encrypted management
protocols (i.e., SSH, SCP, SSL-enabled Web-management interfaces, and VPN solutions), in order to safeguard the
encryption of sensitive clear-text protocol information. It is considered a best practice to employ encrypted
communications, even over a trusted network. More formalized access management and tracking with detailed access
reports offers enhanced security management.

Servers should require multi-factor authentication before remote access is authotized. Administrators should not have
the ability to generate passwords for new users. (Note: Established passwords should be system-generated, for one-time

use, and set/reset only after authentication.)

Customer support for forgotten passwords should be accomplished through an automated password reset mechanism,
and not by any display of dectypted passwords to tech-support personnel.
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Super user privilege accounts should be limited and accessed by supetvisor administrator personnel or through the use of
trusted operating systems requiring multiple persons with different levels of privilege to accomplish sensitive operations
in a production environment.

Separate access (by different people) on data repositories and key repository servers (i.e., separation-of-duties principle)
should be implemented.

Procedures for regular configuration reviews of the rule set for the firewall should be implemented. Host-based and
network intrusion prevention/detection should be deployed, with monitored reporting. Centralized logging of hosts via
secure channels (i.e., encrypted silo) should be employed. File integtity checks should be in place to identify changes to
files systems to aid in the detection of unauthorized changes.

An emergency response process should be patt of standard operating procedures for responding to compromises in
security. Notification of appropriate parties (including any affected financial institutions), enhanced logging, capturing
system log backups, and investigations should all be part of the response process.

Detailed build documents for every component of the application, including hardening sctipts for every operating system
(OS) used in the production environment, should be placed into “code and document escrow.”

All security patches for system components or application vulnerabilities identified by vendors should be assessed
through a risk evaluation process, and those assessed as critical for the given environment should be tested and
implemented in an expedited manner. Those of potentially lesser impact should be implemented within a reasonable

period.

Audit logs for transactions, customer information changes, and critical security-related events should be maintained in a
protected manner for problem tesolution and problem alerting. Records, especially those involving the buying or selling
of securities, should be maintained in accordance with regulatory and established financial industry practices.

All events involving the following activities should be logged:
e User enrollment
e User permissioning
e User de-enrollment
e User or agent data access

e User or agent transaction initiation

In each of the above cases the appropriate aspects should be logged in order to enable the following actions:
e  Hstablish the location of user when initiating operation
e Establish association of user permission with above operation
e  Establish time and date of user permission within a reasonable window of time (5 minutes)

e Correlate and retrace user action through various levels of the system

The following events should be audited in all systems storing confidential data:
e Security profile changes (including adds, deletes)
e Logon access failures
e Privileged use
e Audit configuration changes

e Resource access failures
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e  Software installation

e Disk mounting/dismounting
e  Backup

e Restore

e System configuration changes
e Cryptographic key generation

e Revocation of cryptographic keys

In addition to the list above, the following system events should be audited:
e System time changes
e Successful logon
e User logoff

Auditing for the following system events is optional:
e Auto logoff
e Password change
e File opens
e Program initiation/image activation

e Deletion of objects

The following information, at minimum, should be recorded for each event:
e FEvent time — Date and time that the event occurred
e Event type — Category or type of event (e.g., logon failure, account update)
e FEvent status — Result of the event; if failure, reason included
e Object attributes — Description of the object(s) affected by the event
e  Originator user ID — Identity of the user who initiated the event or action

e  Subject ID — Identity, if applicable, of the subject/object impacted by the event (e.g., user ID, filename,
queuce)

e Process user ID — Identity, if applicable, of the system process performing the event

In addition to the guidelines listed above, the following guidelines should be used for system level auditing:
Where possible, system audit logs should be stored on an alternate system. Production audit logs should not be
widely accessible. The separation of the development QA and production environments should protect the
production audit logs from widespread access.

e System audit logs should be retained a minimum of six months or as required by regulation or statute
either online or secured backups. Hardcopy storage is not desirable due to difficulty in searching for
specific records or events.

e System audit logs should be backed up as part of routine system backups.

e System audit logs should have adequate access controls (e.g., file protection) to protect against
unauthorized modification or deletion. Audit data should be considered confidential. Encryption of
extremely sensitive audit data may be desirable.

e System audit log sizes should be monitored to ensure availability of sufficient disk space.

e System time should be synchronized with a time service. If time service synchronization is not possible,
procedures should exist to check for and correct variations on a monthly basis.
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e Procedures should be defined for each system indicating what type of activity will be reviewed on a
regular basis, who will perform the reviews, and escalation procedures if suspicious activities are detected.

The specific events that should be audited at the application level will, by nature, vary depending on the
application. The following list of data elements should be used as guidelines for developing application-specific
audit capabilities:

e Date/time stamp — Date/time the event occurred

e Transaction ID — A unique identification string permanently assigned to a transaction during its lifetime

e Account number — Customer account number

e Account type — Account type (e.g., DDA, CAP, savings, brokerage)

e Source/channel — Identification of where the transaction was initiated (e.g., remote banking channel,
terminal ID)

e Originator ID — Identity of transaction originator (customer account number, PSR user ID, branch
employee user ID)

e Application ID designator

e Transaction type/function — Transaction type (e.g., stop payment, funds transfer, statement inquities,
etc.)

e Transaction status — Transaction status (success, fail) and any relevant information

e Transaction-specific elements — Data elements specific to the transaction (e.g., to/from account numbers
for funds transfer, merchant ID for bill payment)

In addition, the following guidelines should be included for application-specific auditing:
e Where possible, application audit logs should be stored on an alternate system.

e Application/transaction audit logs should be retained a minimum of two years or per legal or regulatory
requirements.

e Application/transaction audit logs should be backed up as part of routine application data backups.

e Application/transaction audit logs should have adequate access controls (e.g., file protection) to protect
against unauthorized modification or deletion. Audit data should be considered confidential.

e Application/transaction audit log sizes should be monitored to ensure adequate disk space exists.

e System time should be synchronized with a time service. If time service synchronization is not possible,
procedures should exist to check for and correct variations on a monthly basis.

Business Continuity (Disaster Recovery)
A business continuity plan and procedures should be documented and tested once a year, at a minimum.

Backups

Backups of system, application, and data should be conducted in accordance with established procedures, with
customet-related data backed up daily and system and application backups at each change.

e All backups should be removed to secure and bonded storage at a different physical location at predefined
regular intervals.

e Audits should be performed to assure procedures and controls are functioning as designed.

Personnel Security

e Background checks should be conducted for all personnel with access to the systems and information.
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e Maintain a list of all authorized personnel with access to servers. Access authorization should expire and have to
be renewed as part of the standard procedures. This should be defined in an application security plan and
validated by third-party auditors.

e Aggregation service-provider policies and ethics statements detailing employee liabilities and responsibilities to
protect customer data should be signed by each employee. Background screening checks are suggested for
those with sensitive access or management approval responsibilities.

Third-Party Integration and Subcontractors

e Third parties or subcontractors providing services that require access to the system in support of the
aggregation service are also responsible for complying with security requirements established in this document.
Specific applicable requirements should be identified and risk assessment should be conducted based on the
proposed service or subcontracted responsibilities and implementation. The aggregator remains responsible for
assuring minimum secutity requirements are maintained among these relationships and should include such
guidelines in the applicable contracts or agreements. Third-party or subcontractor compliance audits should be
conducted on a regular basis, not less than annually.

e Third parties should maintain a list of all authorized personnel with access to servers. Access authorization
should expire and have to be renewed as part of the standard procedures.

e Aggregation service providers should ensure that their security policies concerning their liabilities and
responsibilities to protect data are agreed to by contractors.

Policies
The aggregation setvice provider should establish a management-approved information secutity policy and a compliance
program supported by independent audits conducted on an annual basis.

Audit/Certification

All operational development and infrastructure controls should be independently verified through industry-accepted
audit processes such as SAS70 or ISO 1799 standards and protocols.
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ITI. GUIDELINES FOR AGGREGATION AUTHENTICATION AND DATA FEEDS

A. Overview

The April 2001 BITS VVoluntary Guidelines for Aggregation Services focused on defining those characteristics that would
establish safe and secure Web-based screen-scraping systems. While screen-scraping systems will likely continue
to play an infrastructural role for the foreseeable future, the industry recognizes the need to migrate toward
stronger authentication systems and more structured data-transfer mechanisms. Thus the expanded and updated
Voluntary Guidelines provide recommended characteristics of alternative authentication and structured data-transfer
mechanisms.

The Voluntary Guidelines are divided into two broad categories: system-level guidelines and use-case level
guidelines, as explained below.

System-Level Guidelines
System-level guidelines apply to all aggregation service providers of the system in all its forms and use cases.
Aggregation architecture should support open and interoperable standards and provide for the interoperability of
authentication solutions with multiple data collection techniques, i.e., screen scraping and data feeds. The BITS
Aggregation Services Working Group has defined “open protocols and standards™ as those published by
organizations with the following characteristics:
1. A governance body that is open for anyone to join under the same terms and conditions and voting
privileges.
2. A democratic governance structure that is controlled by all members on a nondiscriminatory basis and
enables all members to have a voice in:

— Proposing new standards and governance.
— Proposing or considering changes to existing standards and governance.
— Reviewing proposals originated by anyone else in the organization.

3. Intellectual property is available to all entities on the basis of reasonable and nondiscriminatory terms.

There are a number of protocols and standards in use today in the aggregation space, which form the basis of the
solutions recommended in the [ o/untary Guidelines. These protocols and standards originate from bodies with
varying degrees of openness, and the Working Group encourages:

e Individual financial institutions and other aggregators to explore the governance structures of those
standards they may wish to consider in implementing proposed solutions.

e Governance bodies to continue modifying governance structures to ensure that users have a guaranteed
role in evolving the standards. There has been meaningful progress in this regard, and the industry can
only benefit if that momentum continues.

Examples of data-exchange protocols that may form the basis of data-feed solutions include IFX and OFX, and
YML. Examples of standards and protocols that may, in whole or in part, form the basis of authentication
solutions include SAML, YAAML, Liberty Alliance, and XACML.

Examples of standards that are relevant to security solutions can be found in Appendix I.
Use-case Level Guidelines
Given the specific nature of the revised Ioluntary Guidelines, there is a need to identify ideal characteristics in each

of the various phases of operation or use cases and provide proposed alternatives to authentication and data-feed
protocols.
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These Guidelines are not meant to prescribe one specific solution over another, but rather to describe in some
depth the characteristics that are desirable in any implementation solution. They should be viewed as the
minimum characteristics that would support the kind of robust aggregation functionality envisioned by the
Working Group.

The Guidelines below describe the recommended characteristics of authentication solutions and data-feed solutions
across the entire set of use cases in which they may be used.

B. System-Level Guidelines

Aggregation systems should adhere to the following general overall system guidelines and include specific
solutions:

e Aggregation architecture and system implementation should be based on open and interoperable
standards for both authentication and data-feed solutions.

e Migration of current authentication and data-collection risks should be able to be addressed
independently, allowing for flexible implementation options.

e The solution needs to support and provide interoperability with both screen-scraping models and open
data-exchange solutions.

C. Authentication Solutions
A basic framework for the desired authentication system is provided below. BITS may further develop these
guidelines at a later time.

Overview
The current practice employed by aggregation service providers to access their end users’ online accounts on their
behalf raises two major identification and authentication issues:

e It is usually necessary for end users to surrender their personal primary authentication credentials (such as
username and PIN) for a given site to the aggregation service provider and/or third-party vendor in
order to allow the access their accounts.

e Institutional account holders have no practical and reliable way of tracking whether a particular access to
an account was initiated directly by the end user owning the account or through an aggregator, and, if the
access was through an aggregator, the identity of this aggregation service provider/third party vendor.

Both of these issues should be addressed by any candidate solution for a next-generation authentication system.

Desired Characteristics

This section defines a set of guidelines and recommendations for aggregation service providers, aggregation
technology providers, third-party vendors, and institutional account holders with respect to aggregator
identification and authentication.

For the next generation of authentication systems, the following characteristics should be part of a