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To: Robert Bond, U.S. Secret Service
Maxwell D. Marker, Federal Bureau of Investigation

From: Catherine A. Allen, CEO, BITS
Shirley Inscoe, Co-Chair, BITS Fraud Reduction Steering Committee
Bob Jones, Co-Chair, BITS Fraud Reduction Steering Committee
Gayle Helm, Chair, BITS Internet Fraud Working Group

Re: Law enforcement contacts for email hoaxes

Date:  July 29, 2003

BITS, a non-profit consortium of the 100 largest financial institutions in the United States, in its
continuing efforts to combat fraud in the financial services industry, is requesting your assistance in
identifying the appropriate contacts within your organizations for reporting email hoaxes perpetrated
by fraudsters.

As you are aware, many scams have surfaced that attempt to get people to log into bogus Web sites
so the perpetrators can capture their personal data. Some of these scams attempt to have the user
execute and install a Trojan horse virus that will leave computers vulnerable to attack. Often these
scams include emails appearing to be from a financial institution, in the hope the perpetrators will
obtain, at a minimum, a victim’s online banking information.

When reporting these incidents to law enforcement, institutions often rely on the aid of whichever
agency is responsive to their request for assistance. This can vary widely depending on state and
region. We would appreciate your assistance in identifying the appropriate agent or agents to be
notified when an email hoax has occurred. It is our hope that by forwarding the information to the
proper contacts, the information could be compiled to build cases and identify fraud rings more
quickly.

We appreciate your consideration of our request. Should you have any questions, please
contact Robin Slade, Director, BITS, at 773-975-0535 or at robin@fsround.org.
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BITS Fraud Reduction Steering Committee

Peter J. Baldassaro, Jr., Hibernia Corporation
Jason Beaber, U.S. Bancorp
Sonja Bjugstad, Washington Mutual, Inc.

Richard J. Clausen, Bank of America
Corporation

Edi Collis, Federal Reserve Board

Nessa Feddis, American Bankers Association
Scott Grizzle, SouthTrust Corporation
Kevin Hale, BANK ONE CORPORATION
Gayle B. Helm, Wells Fargo & Company
Shirley Inscoe, Wachovia Corporation

Bob Jones, FleetBoston Financial Corp.

Ed Kron, BANK ONE CORPORATION

Paul McGrath, Canadian Bankers Association
L. Dewite North, Jr., ICBA
Jan Otwell, J.P. Morgan Chase & Co.

James M. Regan, The Bank of New York
Company

Jim Resmer, Comerica Incorporated

Liz Solomon, Wells Fargo & Company

Mark Steeber, BB&T Corporation

Laura Sullivan, Citizens Financial Group, Inc.
Joseph A. Triano, Citigroup Inc.

John Ulrich, Mellon Financial Corporation
Leigh Williams, Fidelity Investments

Lisa M. Zarzycki, Fifth Third Bancorp
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COMPANY CITY

ACE USA Philadelphia
AEGON USA, Inc. Baltimore
Allianz Life Insurance Company of North America Minneapolis
Allied Capital Corporation Washington, DC
AMCORE Financial, Inc. Rockford
American General Houston
AmSouth Bancorporation Birmingham
Aon Corporation Chicago
Associated Banc-Corp Green Bay
AXA Financial Inc. New York
BancorpSouth, Inc. Tupelo
BancWest Corporation (First Hawaiian Bank) Honolulu
Bank of America Corporation Chatlotte
Bank of New York Company, Inc., The New York
Bank of Tokyo-Mitsubishi Trust Company (UnionBanCal Corporation) New York
BANK ONE CORPORATION Chicago

BB&T Corporation

Winston-Salem

Capital One Financial Corporation

Falls Church

Charles Schwab Corporation, The

San Francisco

Charter One Financial, Inc. Cleveland
Chubb Corporation, The Warren
Citigroup Inc. New York
Citizens Financial Group, Inc. Providence
City National Corporation Beverly Hills
Comerica Incorporated Detroit

Commerce Bancshares, Inc.

Kansas City

Compass Bancshares, Inc. Birmingham
Countrywide Financial Corporation Calabasas
Credit Suisse First Boston New York
Cullen/Frost Bankers, Inc. San Antonio
Edward Jones Investments St. Louis
Fifth Third Bancorp Cincinnati
First Commonwealth Financial Corporation Indiana
First Tennessee National Corporation Memphis
First Virginia Banks, Inc. Falls Church
FleetBoston Financial Corporation Boston
FMR Cortp. (Fidelity Investments) Boston
F.N.B. Corporation Naples




COMPANY CITY

Ford Motor Credit Company Dearborn

Fortis, Inc./Assurant Group New York/Atlanta
Fulton Financial Corporation Lancaster

General Electric Company Stamford

General Motors Acceptance Corporation Detroit

Goldman Sachs Group, Inc., The New York
Guaranty Financial Services Austin

Harris Bankcorp, Inc. Chicago

Hartford Financial Services Group, Inc., The Hartford

Hibernia Corporation

New Otleans

Household International, Inc. Prospect Heights
HSBC USA Inc. New York
Hudson United Bancorp Mahwah
Huntington Bancshares Incorporated Columbus
ING Americas Atlanta
Jefferson-Pilot Corporation Greensboro
J.P. Morgan Chase & Co. New York
KeyCorp Cleveland
LaSalle Bank Corporation (formerly ABN-AMRO North America, Inc.) Chicago
Lauritzen Corporation (formetly First National of Nebraska, Inc.) Omaha
Legg Mason, Inc. Baltimore
M&T Bank Corporation Buffalo
Marshall & Ilsley Corporation Milwaukee
MassMutual Financial Group Springfield
MBNA Corporation Wilmington
Mellon Financial Corporation Pittsburgh
Mercantile Bankshares Corporation Baltimore
Merrill Lynch & Co., Inc. New York
MetLife, Inc. New York
Minnesota Life Insurance Company St. Paul
National City Corporation Cleveland
National Commerce Financial Corporation Memphis
Nationwide Columbus
Northern Trust Corporation Chicago
Old National Bancorp Evansville
Pacitic Century Financial Corporation (Bank of Hawaii Corporation) Honolulu
PNC Financial Services Group, Inc., The Pittsburgh
Provident Bankshares Corporation Baltimore
Provident Financial Group, Inc. Cincinnati

Providian Financial Corporation

San Francisco

Prudential Financial Newark
Raymond James Financial, Inc. St. Petersburg
RBC Centura Banks, Inc. Rocky Mount
Regions Financial Corporation Birmingham
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Riggs National Corporation Washington, D.C.
Sky Financial Group, Inc. Bowling Green
St. Paul Companies, Inc., The St. Paul

State Farm Insurance Companies Bloomington
State Street Corporation Boston
SunTrust Banks, Inc. Atlanta
Synovus Columbus
UBS Warburg LIL.C Stamford
Union Planters Corporation Memphis
United Bankshares, Inc. Parkersburg
USAA San Antonio
U.S. Bancorp Minneapolis
Wachovia Corporation Chatlotte
Waddell & Reed Financial, Inc. Overland Park
Washington Mutual, Inc. Seattle

Wells Fargo & Company San Francisco
Whitney Holding Corporation New Otleans
Zions Bancorporation Salt Lake City
Zurich North America Schaumburg
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SouthTrust Bank Birmingham

BITS AFFILIATE ORGANIZATIONS

ORGANIZATION CITY

American Bankers Association (ABA) Washington, D.C.
America’s Community Bankers (ACB) Washington, D.C.
Association for Payment Clearing Services (APACS) London
Canadian Bankers Association (CBA) Toronto
Canadian Payments Association (CPA) Ottawa

CUNA Washington, D.C.
ECCHO Dallas
Independent Community Bankers of America (ICBA) Washington, D.C.
NACHA Herndon
NetBank, Inc. Alpharetta
PULSE EFT Houston

Visa U.S.A,, Inc. San Francisco

BITS STRATEGIC ALLIANCES
ORGANIZATION CITY

US Department of the Navy Reston
Financial Services Technology Consortium (FSTC) Chicago







