BITS FRAMEWORK FOR
MANAGING TECHNOLOGY RISK FOR
SERVICE PROVIDER RELATIONSHIPS

NOVEMBER 2003

REVISED IN PART
MAY 2009

BITS
1001 Pennsylvania Avenue N'W, Suite 500 South
Washington, DC 20004
(202) 289-4322 WWW.BITS.ORG



TABLE OF CONTENTS

INTRODUCTION ....oouiuiuienttneeseesesetssesseesessesssssessessesssssssssssessessssssessesssssssssessessassssssesssssessasssessessessssssssssessessessassssssessessesens 2
BITS VENDOR MANAGEMENT WORKING GROUP
PARTICIPATING INSTITUTIONS AND ASSOCIATIONS.........oovuuriurertsnssessesessssssssssssessesssssssssssesssssssssssessesssssssanses 3
ABOUT BITS ..ottt sttt st sss st sttt 4
SECTION 1: FRAMEWORK APPLICATION AND FLOW DIAGRAM.........c.ocniuiirinieiieieensesnesseesessssssssssssssessesens 5
SECTION 2: BUSINESS DECISION TO OUTSOURCE IT SERVICES........ccocecectittimiiiirereeneeeeseeesesesesssesees 9
SECTION 3: CONSIDERATIONS FOR THE REQUEST FOR PROPOSAL.........ccoouniuiirieiinrinrinsisisesinssnsessseenns 14
SECTION 4: DUE DILIGENCE CONSIDERATIONS .......ccovuiiirieierresessesssssssssessessssssssssessesssssssssessessessssssssees 19
SECTION 5: CONTRACTUAL, SERVICE-LEVEL, AND INSURANCE CONSIDERATIONS.........cccooorvrrererenns 30
SECTION 6: PROCEDURES FOR SUPPORTING SPECIFIC CONTROLS,
REQUIREMENTS, AND RESPONSIBILITIES ......ccoootuiueieieeuneesessessssssnessessessesssssessessessssssessessens 52
SECTION 7: IMPLEMENTATION AND CONVERSION PLAN .....cocoviiiriniininiseeineinssssisisessesssssssessessesssssssaees 56
SECTION 8: RELATIONSHIP MANAGEMENT AND
CHANGES IN THE OUTSOURCED ENVIRONMENT .....c.eovttiuiieteesesseesssssssssssesssssssessesnns 60
SECTION 9: CONSIDERATIONS FOR CROSS-BORDER OUTSOURCING...........ccocrvririrrirrersensenssnssnasesssnssnsnens 69
APPENDIX 1: MODEL SPREADSHEET FOR COST ANALYSIS ......oceviriririririririseeteteeetetesetesesesesesesesesesesesssesesenes 85
APPENDIX 2: FRAMEWORK MAP TO FEDERAL BANKING AGENCY GUIDELINES ..........cccccooosiurrurrrerennen. 87
APPENDIX 3: FRAMEWORK MAP TO BASEL COMMITTEE ON
BANKING SUPERVISION.......cotuuiimiutereunessessnssessssessesssesssssessessssssssessesssssssssessessessssessessesssssesnees 95
APPENDIX 4:  GLOSSARY OF TERMS.........ccecsuvtrtrtrirteietetetetetetesesesetesesesesesesesesesesesesesesesesesesesesesesssesesesssssesessssssssnsaes 99
APPENDIX 5: DISASTER RECOVERY/BUSINESS CONTINUITY MATRIX......ccevurmumrrnrureeeressnsensssessssesans 109
APPENDIX 6: SHARED ASSESSMENTS .....ccuiuiitititeueitrtetetetrtetesentatesesestesesesetesesesestssesesentesesentnsssesenessesesesesssseseneaes 124
APPENDIX 7: NON-U.S. NATIONALS WORKING IN THE U.S. -
SUMMARY OF VISA REQUIREMENTS ........covtniuiiinirnsesssassesesssssssssssssssessssssssssssssssssssssssesans 126
©BITS 2003 1



Introduction

INTRODUCTION

The financial services industry increasingly relies on service providers to support the delivery of
financial services. This shift in the delivery of financial services, coupled with the deployment of
new and dynamic technologies, has resulted in heightened industry awareness and concern,
accompanied by increased regulatory scrutiny of financial institution risk assessment and
management of outsourced services.

In response, the BITS IT Service Providers Working Group developed the BITS Framework for
Managing Technology Risk for I'T Service Provider Relationships (Framework) in 2001. While the original
Framework provides an industry approach to outsourcing, additional regulatory and industry
pressures and issues have since emerged. To address these changes, the Working Group updated
the Framework in 2003 with further considerations for disaster recovery, security audits and
assessments, vendor management, and cross-border considerations.

In 2008, the BITS Vendor Management Working Group, successor to the I'T Service Providers
Working Group, began a thorough refresh of the Framework to reflect the significant change in law
and regulation and the maturation of practices since 2003. In addition, the broader scope of
outsourcing today leads the group to expand the Framework beyond only IT service provider
relationships.

Consistent with current regulatory guidance, the Framework recommendations should be applied
selectively based on a financial services company’s risk-assessment results. In this way, the Framework
should be used as a reference, stimulating firms to ask the right questions and complementing
individual institutions’ risk-management policies.

The Framework is not an official government publication, nor does BITS suggest strict
adherence to the Framework. BITS offers this Framework in the full spirit of the Federal Financial
Institutions Examination Council (FFIEC) Guidance on Technology Outsourcing, which is
characterized by the FFIEC as, rather than prescriptive, being intended for consideration in
conjunction with an organization’s overall risk-management program. To review the specific ways in
which the Framework responds to Office of the Comptroller of the Currency, Federal Reserve Board,
and other key regulatory requirements, consult the matrix in Appendix 2, which compares Framework
language with the regulatory environment.

Broad implementation of the Framework will help create a common understanding of the financial
services industry’s needs among Service Providers and help to address known control weaknesses in
outsourced services, resulting in more consistent and appropriate levels of management by financial
services companies that outsource services. For additional information about the BITS Framework for
Managing Technology Risk for Service Provider Relationships, please contact:

John Ingold, BITS, 202-589-2438, johni@fsround.otg

The original Framework was developed under the leadership of Sharon O'Bryan and Viveca Ware,
ICBA, and Jim Dempster, Metavante, and with the dedication of many individuals authoring
sections and providing comments. We thank all of those who have been involved in creating this
document.
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ABOUT BITS

BITS was created in 1996 to foster the growth and development of electronic financial services and e-
commerce for the benefit of financial institutions and their customers. A division of The Financial
Services Roundtable, BITS works to sustain consumer confidence and trust by ensuring the security,
privacy and integrity of financial transactions. BITS provides intellectual capital and addresses
emerging issues where financial services, technology and commerce intersect, acting quickly to address
problems and galvanize the industry. BITS’s efforts involve representatives from throughout our
member institutions, including CEOs, CIOs, CISOs, and fraud, compliance and vendor management
specialists. For more information, please visit www.bits.org.
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SECTION 1: FRAMEWORK APPLICATION AND FLOW DIAGRAM

Section 1 provides an overview of the Framework and the steps a financial institution would take in
evaluating a decision to outsource IT services. Although the Framework follows the sequential flow of
making the business decision to outsource, selecting a Service Provider and implementing and
managing the relationship, many of the steps outlined in the Framework should be performed
continuously and be integrated into the Receiver Company’s business practices. For example, Vendor
Management requirements are outlined in Section 8, however many of the processes that provide
information required for ongoing relationship management are detailed in Sections 2 through 7 of the
Framework.

Application of the Framework may vary depending on risk, the environment (shared vs. dedicated, single
vs. multiple Service Providers), the application, system or service being outsourced, and the use of any
dependent Service Providers.

1.1 Framework Flow: The Framework is intended to be used as part of, and in supplement to, the
financial services company’s (“Receiver Company’s”) due diligence process associated with
defining, assessing, establishing, supporting, and managing a business relationship for outsourced
IT services. The Framework covers the steps listed below, while acknowledging that the cost of the
control processes should not exceed a reasonable risk/reward formula.

e Define the business objectives (Section 2).

e Define and review the business requirements for the technology (Section 2).

e Determine the technology necessary to deliver the business requirements (Section 2).

e Perform a risk assessment to baseline the control requirements (classification) (Section 2).

e Perform analysis and document the business decision to outsource (Section 2).

o Define specific control requirements and responsibilities (Section 3).

e Define backup, availability, and recovery requirements and responsibilities (Section 3).

e Perform due diligence in selecting an IT Service Provider (Section 4).

e Evaluate privacy, confidentiality, legal, regulatory and compliance considerations (Section 4).
e Validate evidence of general controls verification (Section 4).

e Validate evidence of control(s) verification and recovery capability of specific components
(Section 4).

e Define contractual and service level agreements (“SLLAs”) (Section 5).
e Document termination terms, conditions and responsibilities (Section 5).

e Document procedures supporting specific control requirements and responsibilities (Section
0).

¢ FExecute an implementation and conversion transition plan (Section 7).
p p

e Define relationship management requirements, ongoing oversight, and verification process
(Section 8).

e Evaluate considerations for cross-border relationships (Section 9).
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The steps a financial institution should take in evaluating an I'T outsourcing decision are presented as a
high-level flow diagram on page 4. The diagram shows the steps detailed throughout this document in
the request for proposal (“REFP”) process and due diligence, implementation, and control procedures
development stages, as well as contractual and ongoing relationship management considerations.

1.2 Functional Involvement: In the implementation of these steps, a variety of internal functions
could be part of the selection and management process. Some organizations may have or may
consider developing an executive committee and/or I'T vendor relations function to oversee,
select and manage this process. Depending on a financial service company’s size, the process
could include representatives from the following areas, and/or may include consultants involved
at various stages in the process:

e information security;

e privacy officer;

o information technology operations and support;
e incident response/CERT teams;

e Dbusiness continuity/disaster recovety;

e finance;

e technology recovery planning;

o legal;

e internal compliance and monitoring groups;

e risk management;

e applications development;

¢ database management;

o network design, engineering, and operations;

e audit;

o facilities;

e asset management;

e accounting and tax;

 business operations (e.g., system, application and service delivery management);
e purchasing/sourcing organizations; and

e human resources.

1.3 Risk Management: Each outsourced IT Service Provider relationship poses unique processing
circumstances, and the responsibilities of stakeholders may vary accordingly. Each financial
services company should, on a case-by-case basis, determine who will participate in the risk
assessment process and how responsibilities will be allocated among stakeholders. In addition,
each company should decide the extent to which this document is applicable, based on the risk,
complexity, nature, and scope of the services being considered.

1.4  Disaster Recovery/Business Continuity Planning: Throughout the Framework and summarized in

Appendix 5 are disaster recovery/business continuity considerations. At each stage of the
selection and management process, Receiver Companies and Service Providers should establish
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requirements for risk analysis, recovery objectives, planning, testing, event management,
governance and insurance.

1.5 Security: Considerations for security and control that should be incorporated into the RFP, due
diligence and management processes are incorporated throughout the Framework. The IT Service
Providers Working Group has developed an Expectations Matrix to give service providers an
outline with which to document their practices, processes and controls in relation to industry and
regulatory requirements. High-level expectations for each control area from the Expectations
Matrix appear in Appendix 0.

1.6  Cross-Border Outsourcing: While Sections 1 through 8 apply to all Service Provider relationships,
including relationships involving Service Providers providing services to an institution outside of
the US, Section 9 provides additional considerations for outsourced applications, systems and
services based outside of the US. Issues include: strategy, legal and structural considerations,
country risk, due diligence considerations, disaster recovery/business continuity planning,
implementation issues, vendor management, communications requirements and exit strategy.
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BITS Framework Flow Diagram
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SECTION 2: BUSINESS DECISION TO OUTSOURCE IT SERVICES

Section 2 provides guidance on factors to consider in making a decision to outsource IT services. This
section is also key to defining the services to be provided and is therefore a basis for determining the
associated level of risk. Defining the IT services to be outsourced requires clear documentation of the
scope, strategic importance, and acceptable levels of risk, and whether there are any regulatory issues with
outsourcing the service. These definitions are necessary for successful use of the Framework.

Section 2 should be completed early in the project, when alternative solutions and associated vendors
(internal and external) are being considered, to ensure that all management levels in the organization have
access to sufficient information to proceed. In documenting goals, scope, and risks, it may be beneficial to
refer to Sections 3 through 9. For example, Section 4 addresses verification of the Service Provider’s
delivery of the requirements specified in Section 3; Section 5 provides detail about insurance that could be
useful in documenting item 2.8; and Section 9 provides a summary of additional considerations for Service
Providers performing work outsides of the US that should be considered early in the project. Considerations
outlined in this section should be based upon the relationship being established and the service to be
provided. It is also important to ensure that the cost of the control processes does not exceed a reasonable
risk/reward formula.

2.1 Deciding on Goals, Scope, and Risks

Define business objectives.

A clear definition of the business objectives and system requirements is essential in deciding whether
to outsource or to process in-house. For those processes currently handled in-house, the Receiver
Company may consider documenting requirements to optimize the service. This definition is equally
important in determining the levels of risk/reward that support business and strategic plans.

Review existing corporate policies governing outsourcing. (See Section 8 for more information
about outsourcing policies.)

Define the business objectives to be achieved through the proposed technologies or services.
Define the criticality of this system or service to future business plans.

Define requirements regarding data accuracy, authentication, confidentiality or integrity.
Define regulatory and security standards to be met in safeguarding customer information.

Define the interaction this system will have with the Internet and with existing Service Provider
relationships, if applicable.

Determine the interaction (written, electronic, verbal or face-to-face) the outsourced provider will
have with the Receiver Company’s customers.

Determine the business project sponsor (s) to provide executive oversight.

Define the critical success criteria in order to determine if goals have been met.

2.2 Define the business requirements for the technology to be outsourced, specifying the desired
results and industry standards, but not the technology to be employed.

©BITS 2003 9



2.3

2.4

In order to achieve business objectives, ensure integrity and organizational branding requirements, and
maintain or improve service levels, it is important to clearly document the scope of the systems
and/or services to be outsourced.

e State the Receiver Company’s requirements for handling the data, related security and privacy
requirements, and classification of data.

e Define requirements for support, maintenance, bug fixes, problem management, and change
management for support and equipment. This may apply to any asset that is used by the Service
Provider to supply the service to the Receiver Company.

o Identify existing third-party relationships, partnerships or agreements that might be affected by the
proposed outsourced system, application or service.

e Define requirements for system and user administration.

e Define requirements for monitoring and reporting on service levels and security incidents and
policies for the Receiver Company to initiate incident handling procedures upon notification from
the Service Provider of a security incident.

e Define the system lifecycle, expected timeline of the project, and ongoing support and services.

¢ Determine volumes expected, both peak and average, during timeframes (e.g., end of month
processing).

e Determine hours of availability of system and allowable maintenance windows.

e Determine location and facilities to be used for services.

Recommend the technology requirement necessary to deliver the business requirements.

Document the end-to-end transaction flow of the processes, considering automated and manual
control points, hardware, software, databases, network protocols, security recovery and real-time
versus periodic processing characteristics. Obtain flow diagram of the transaction process, the Service
Provider’s internal and external network connectivity and any dependent or existing Service Provider
relationships the Receiver Company may have. Review the flow diagram to ensure that only required
resources use or access the transactions and that no single employee can enter, authorize, divert
and/or complete a transaction and determine gaps that may exist in the product service delivery.

e Recommend the application types to be used by the Service Provider to perform the business
function services for the Receiver Company.

e Determine hardware environment(s) to be used to perform Receiver Company services.
e Determine the database environment to be used to store Receiver Company data.
e Determine network infrastructure requirements.

e Determine technology requirements to implement the required level of security.

Perform a risk assessment to baseline the control requirements.

Cost-effective information protection and technology risk management are achieved when the cost of
the potential exposure is mitigated by security measures that do not exceed the value of the control
investment. This investment includes implementation costs (e.g., personnel, hardware, software, and
network impact), contract requirements, and ongoing maintenance. In order to evaluate risk and the
corresponding degree to which the Framework is used, the risk of the application, system or service
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2.5

should be assessed. The risk assessment should include both direct hard-dollar loss and reputation
impact, and be based on a review of the following:

The system is part, or may become part, of the strategic plan for the financial institution.

The degree of difficulty in implementing the application, system or service.

The level of expertise required to evaluate and manage the Service Provider.

Customer privacy and/or sensitive information is processed, stored, transmitted and/or handled.
The degree of interaction with financial institution customers.

Manual controls are or are not available. (e.g., high-volume systems).

The volume of transactions or dollars to be processed by the application, system or service, which
may impact possible loss resulting from system errors, failures, or exposures.

The degree to which publication of an unauthorized access would lead to loss of customer
confidence in the financial institution’s strategic products and services.

The degree to which Receiver Company logo is used or referenced (e.g., hosts website).
Access control systems are to be managed by a third party.

Platform technology direction is appropriately defined.

Required conformance with laws, rules, regulations, policies, procedures or ethical standards.
The degree to which the Receiver Company will be dependent on the Service Provider:

The system, application or service is a new or existing business.

The level of difficulty and knowledge transfer required to switch vendors, if necessary.

The ability to develop an effective exit strategy based upon the evaluation of alternative service
providers (e.g., the outsourced application, system or service is provided by few service providers,
which could impact the ability to switch vendors) or the ability to move the business in house.

Meet disaster recovery/business continuity planning requirements.

In a post-9/11 world, financial institutions, regulators and Service Providers ate taking a closer look at
their ability—along with their partners’ and the industry’s ability—to recover from a disaster.
Financial institutions should incorporate requirements for disaster recovery into every aspect of the
outsourcing decision, through the termination of the relationship. As part of this process, institutions
should consider not only the Service Providet’s own disaster recovery/business continuity plans, but
also the impact the relationship may have on internal plans and existing Service Provider relationships.
In this process, the following components should be considered:

2.5.1 Risk Analysis: The Receiver Company should conduct a risk assessment and business impact

analysis to determine the events and environments that could adversely affect the company. Th

(¢

risk analysis should consider the criticality of the outsourced services or products to the Receiver

Company. In most cases the risk assessment and impact analysis should be conducted
collaboratively with the affected Receiver Company business units.

©BITS 2003
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2.6

2.7

2.5.2 Recovery Objective: A definition of the required recovery time objective(s) (RTO) and recovery
point objective(s) (RPO) for each service or product the Receiver Company is considering
outsourcing should be defined during this phase in the outsourcing process. This helps the
Receiver Company determine if regulatory or risk issues will impact its ability to maintain
required availability expectations and/or requirements.

2.5.3 Plans: As part of the business decision to outsource, the Receiver Company should consider
how the relationship will affect its disaster recovery/business continuity plans and/or any related
products or services.

2.5.4 Testing: In evaluating the ability to outsource an application, system or service, the Receiver
Company should consider how the relationship will affect the institution’s testing requirements
and/or any related products or services.

2.5.5 Event Management: The Receiver Company should consider its ability to test and execute
internal event management plans and assess the impact of assigning responsibilities to the
outsourced provider for components of the plan, such as emergency response notification,
escalation, and communications.

2.5.6 Governance: The Receiver Company should evaluate its governance structure to determine the
effect of coordinating with and overseeing a Service Provider, including identifying any relevant
regulatory requirements.

2.5.7 Insurance: The Receiver Company should determine whether outsourcing will affect existing
insurance coverages.

Define barriers to success in utilizing internal or external I'T resources.

Determine whether the business objectives could be met successfully if internal versus outsourced IT
resources were used. Barriers to success may include staffing levels, staffing morale, experience,
technology investment, technical expertise, time-to-market, ongoing support, and market reaction.

Perform internal versus external cost analysis.

In order to protect shareholder investment, decisions relative to cost management should be carefully
thought through and the cost of performing I'T processing should be assessed. Internal versus external
sourcing costs, which are identified in this section and the RFP and due diligence processes outlined in
Sections 3 and 4, should be analyzed to ensure that outsourcing is reflective of the business plan.
Costs of internal versus external sourcing should be measured in relation to estimated benefits such as
time-to-market, efficiency, reliability, staff expertise, total cost of ownership and corporate focus on
core competencies. A model spreadsheet detailing generic cost categories, found in Appendix 1 of the
Framework, is suitable for estimating costs as described below:

2.7.1  Estimate costs for hardware, software, communications, staffing, facilities, and maintenance
for IT services.

2.7.2  Estimate costs to establish appropriate level of access control and monitoring. These costs
may include infrastructure and software for performing user access authentication and
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2.7.3

274

2.7.5

administration, security monitoring, remote access requirements, auditing, exception reporting,
and the staffing required to support these functions.

Based on the factors outlined in 2.5, estimate costs to establish recovery capability
commensurate with the availability and data loss tolerance constraints. These costs may
include hardware and software technologies such as disk mirroring, full and incremental
backups, automated fail-over systems, recovery facilities (contract or owned), recovery plans,
and the staffing required to support these functions.

Estimate cost for insurance coverage associated with potential losses associated with proposed
IT services.

In addition to these initial costs, estimate cost of terminating an outsourced service and
establishing an alternate resource for the service, whether in-house or another Service
Provider.

2.8 Decide on insurance coverage.

In a decision to outsource, the cost and type of insurance coverage should be considered, including an
evaluation of how outsourcing will affect current insurance coverages. Section 5 of the Framework
provides details on the types of coverage and the contractual considerations involved.

©BITS 2003

13



SECTION 3: CONSIDERATIONS FOR THE REQUEST FOR PROPOSAL

Section 3 provides guidance and defines factors to consider in developing a request for proposal (RFP).
Factors included in an RFP should be based upon the objectives outlined in Section 2, the relationship with
the Service Provider and the service to be provided. The Receiver Company should design the RFP to
reflect the service level requirement, performance measurement criteria, availability and other support
requirements. In addition to a clearly defined statement of work, the RFP should identify the specific
procedures and processes, responsibilities, SLLAs, and types of controls expected to be in place to ensure the
integrity of information and transactions throughout the engagement. While not required in all outsourcing
arrangements, the RFP process can be an essential part of the selection process for complex projects
involving significant investment and may be performed in-house or by an outside consultant. The RFP can
help identify a set of qualified Service Providers with the skills and experience to meet the Receiver
Company objectives.

Receiver Companies should fully understand the level of risk of the outsourced application or service when
developing the RFP to ensure the cost of the control processes does not exceed a reasonable risk/reward
formula. While the RFP primarily deals with expected production service levels and measurement
requirements, the Receiver Company should require that control measures be in place for information
protection, business continuity and change management. The Receiver Company should also state cleatly its
own information-protection, business-continuity and change-control policies, and expect Service Provider
responses that outline a cost-effective program that adheres to these policies. To assist Receiver Companies
and Service Providers in identifying control areas to evaluate, the BITS I'T Service Providers Working
Group has created a high-level set of industry expectations for Service Provider operations in Appendix 6.
These high-level expectations have been further defined in an Expectations Matrix that defines processes
and controls in the context of the industry and regulators’ requirements, which should be included in
financial institution assessments or independent audits of Service Provider operations.

The Receiver Company should ensure that all terms are carefully and explicitly defined and reviewed with
the REFP bidders to foster accurate understanding of the terminology (e.g., system availability, response time,
information security controls, recovery objectives, notification etc.). The following list outlines some of the
items that institutions should consider in developing an RFP. The list is not intended to be all-inclusive;
rather, it highlights elements that are discussed throughout the Framework process flow to help a prospective
Service Provider understand the requirements of the engagement.

RFP Definitions for Services, Tools, and Controls

3.1 Define service availability and performance requirements so that an effective comparison can be made
between different Service Providers. (For example, do performance standards include a reference to
the number of blackout periods per day?) Requirements may include:

e application availability and scalability;

e minimum performance standards and service levels;

e expectations for availability and operational redundancy;

e quality assurance and measurement;

e acceptable capacity planning or other service-delivery methodologies;
e recovery objectives;

e incident and outage communication procedures;

©BITS 2003 14



3.2 Define the types of security, recovery, auditing, and control tools required at each step in the process
flow, keeping in mind that the tools required may vary depending on the environment (shared vs.
dedicated environment, single vs. multiple Service Providers), criticality of the application, system or

physical access controls;

responsiveness, hours of availability and communication tools available (e.g., written, verbal,

electronic, face-to-face) of customer service, and

reporting requirements.

service being outsourced (e.g., an application will require an evaluation of architectural design elements

specifically as they relate to the Receiver Company’s infrastructure), and the use of any dependent
Service Providers. For each of the control areas outlined below, the Receiver Company should

consider including the following provisions for security in the RFP:

frequency and format of reports;

procedures for identification of information security incidents;
incident notification procedures between parties;

associated software to identify penetration attempts;

security administration procedures;

intrusion detection monitoring;

facilities and customer equipment monitoring;

security and climate control of storage facility; and

security and climate control of media during transportation.

Typical control areas include:

access controls;

audit trails;

authentication;

authotization;

availability;

change control;

compliance;

confidentiality;

configuration management;

data integrity;

disaster declaration criteria/controls;
disposal of data and equipment;
environmental systems (electricity, cooling, fire prevention and protection);
encryption;

escalation and notification;

incident response;

intellectual property ownership;

intrusion detection;

©BITS 2003
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e non-repudiation;

e penetration and vulnerability testing;

e physical and administrative security systems;
e privacy;

e procurement;

e recovery plan maintenance and testing;

e reporting;

e security architecture and administration;
e source-code maintenance and storage;

e system configuration and administration;
e training and awareness;

e transaction integrity; and

e virus protection and patch-management processes.

3.3 Based upon the risk associated with the application, system or service, identify which of the above
controls should be considered at the following discrete points in the process flow.

e Access — Include all system access points for the Service Provider’s processing locations (including
offsite storage and recovery facilities), the Receiver Company, existing service-provider
relationships, and end users (including customers). Procedures include specific provisions to
address access to data or processing of data physically, or via network, telecommunications, or any
other means. Evaluation should include:

¢ requirements for specific access to production data;

e access capability to stored data (security measures in place);
e access for maintenance of owned equipment;

¢ physical access to production and recovery facility;

o identification of all individuals and maintenance personnel;

e identification of remote access requirements (e.g., teleworkers, remote access support, security
requirements);

e retention of access procedures and personnel lists (access logs, etc.); and
e verification procedures for access.

e Transaction Points — Transaction points involve a change or modification of data immediately
upon user request.

e Batch Processing — Batch processing points involve modification of data at a scheduled time, based
upon stored requests.

e Data Storage — Data storage points should include all locations where data is stored by the Service
Provider, Receiver Company, and any third parties that may be involved in the process.

e Data Processing — This includes any points where operations are performed on data such as
handling, merging, sorting, and computing where the content of the original data is not changed.
The content of the processed data may be changed. Depending on the outsourced application,
system or service, consideration should be given to the production data that is required.
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Hardware — Hardware platforms should include all components from workstation to hosts at the
locations of the Service Provider, Receiver Company, and third parties.

Software — Software should include the operating system, utilities, tools, database, and network and
application software.

Network — Network points include network paths (circuits), routers, switches, hubs, and firewalls.

Internal Coordination — This includes automated and manual handoffs between departments and
organizations such as purchasing, legal, print shop, etc.

3.4 Define provisions for change control to address scalability, changes in technology or processes,
financial changes to the Service Provider that would affect the Receiver Company, and other customer
changes that would affect the Service Provider’s environment and in turn affect service to its
customers. The provisions for change control should address:

advance notification procedures for production equipment/software/hardware changes/changes to
the business;

delivery performance specifications;
acceptance testing procedures for new changes to production environment;
right of involvement in acceptance testing that affects the production environment;

certification of completed acceptance testing prior to re-implementation of changes to production
environment;

training, capacity management, and delivery performance specifications provided by Service
Providers (depending on the extent of changes); and

updated recovery plan reviews.

3.5 Based on the risk of the application, system and service, the Receiver Company should consider
defining the following elements of business continuity/disaster recovery in the RFP:

3.5.1 Risk Analysis: The RFP should require evidence that a risk assessment has been conducted to

determine the events and environment that could adversely affect the Service Provider.
Corresponding risk reduction or mitigation steps should be documented. The RFP response
should include a review of the Service Provider’s risk profile, considering the criticality of the
service or products to the Receiver Company.

3.5.2 Recovery Objective: The RFP should specify the required RTO(s) and RPO(s) for each service

or product the client is receiving. RTOs establish the length of time for which a process can be
unavailable. RPOs establish the amount of data that can be lost or how old the data can be,
e.g., 24 hours since the last backup. The Service Provider should have contingency plans in
place to support multiple clients’ recovery events.

3.5.3 Plans: The RFP should require documented continuity plans and supporting recovery

strategies. The plans should consider recovery of activities supported by dependent Service
Providers. A periodic maintenance cycle is required, not to exceed 12 months.
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3.5.4

355

Test: The RFP should require minimum testing standards, including a strategy for testing plans
(frequency not to exceed 12 months), test schedule, and client involvement goals. Testing
requirements should also include type of tests conducted (e.g., tabletop, live test, simulation,
end-to-end), test results documentation (including follow-up responsibilities and an ongoing
update process for existing plans), Receiver Company observation/patticipation in Service
Provider tests, and regulatory compliance as it relates to testing.

Event Management: The RFP should require evidence of a formal event-management plan
that includes emergency response, escalation and communications at the corporate level. The
Service Provider should notify a designated point of contact at the Receiver Company if a
disaster or service interruption occurs. Event management should address regular status
reporting procedures for use during outages and testing of the event-management plan.

3.5.6 Governance: The RFP should require that a process be in place at the Service Provider to

ensure accountability and compliance with the goals and objectives of the Receiver Company’s
continuity planning program. The Service Provider’s governance program should be audited
regularly and the results monitored and signed off on by its senior executives. Also, the Service
Provider should ensure that federal and state regulations are met and managed as they apply to
their customers.

3.5.7 Insurance: The RFP should define any requirements for business interruption insurance sufficient to
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mitigate any business interruption. The cost and type of insurance coverage should be considered,
including an evaluation of the impact outsourcing will have on current insurance coverages. Section 5
provides details on the types of coverage and corresponding contractual considerations.
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SECTION 4: DUE DILIGENCE CONSIDERATIONS

Section 4 addresses verification of how the Service Provider delivers the requirements specified in
Section 3 to meet the business objectives outlined in Section 2. Use of the due-diligence process to
verify the RFP responses will depend on the Receiver Company’s analysis of the RFP responses and
may be undertaken for some or all of the respondent companies. In addition, the Receiver Company
may choose to perform due diligence in-house or hire an outside organization to perform this and
the RIFP function. The intent is to verify that the Service Provider has a well-developed process and
adequate resources and experience to ensure acceptable service, controls, systems backup,
availability, and continuity of service to its clients.

Below are considerations for assessing the overall risk of outsourcing to a particular third-party
provider. The possible risks are diverse, ranging from financial to operational risks. Because each
outsourcing relationship is unique and the appropriate level of scrutiny may vary widely, following
all of the guidelines below may not be warranted in every case. It is important to fully understand
the level of risk of the outsourced application, systems or service when performing due diligence in
order to ensure that the cost to review the control processes does not exceed a reasonable
risk/reward formula. Receiver Companies may consider applying different levels of due diligence
based on criteria established by their risk management process (e.g., all new Service Provider
relationships, risk-assessment rating, criticality of the outsourced service, Service Providers who
process, store or transmit customer information).

In addition to a review of the components outlined in this section, the due-diligence review should
include a thorough understanding of the Service Provider’s reliance on additional third-party Service
Providers to deliver the service. The Receiver Company should also give some consideration to the
components of an exit strategy and cost of switching Service Providers if the Service Provider fails
to meet contractual requirements (e.g., consideration of whether the solution is a proprietary one).

Corporate Due Diligence

During the due diligence phase, the Receiver Company should evaluate qualitative and quantitative
resources specific to the industry, company and business practices for the type of application, system
ot service to be performed by the Service Provider.

4.1 Corporate Structure
Recetver Company should:
e confirm the Service Provider’s legal name and address;

e determine how long the Service Provider has been in business and offering the relevant
setrvices;

e obtain the latest corporate organizational chart, including affiliates, subsidiaries and board
members to determine whether the Receiver Company currently has relationship(s) with
any of the Service Provider’s operations, principals or subsidiaries, as well as to identify
potential conflicts of interest;

e check the Office of Foreign Assets Control regulations and “Specially Designated Nationals
and Blocked Persons List” for Service Provider employee names; and
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4.2

4.3

e cvaluate the Service Provider’s governance structure to ensure that the company is able to
effectively manage the relationship. While the contract and SLA may identify accountability
and responsibilities, during the due diligence process the Receiver Company should ensure
necessary processes and personnel are in place. Review of the Service Provider’s
governance program should include a review of its plan to monitor federal and state
regulations applicable to the relationship.

Business Strategy and Reputation

The Receiver Company’s due diligence should include a thorough evaluation of available
information related to the Service Provider. Due diligence should include the Receiver
Company:

e researching management backgrounds/experience, overall staffing levels and turnover
rates;

e performing background checks, including criminal checks, on company principals;

¢ finding out how many clients the company has, what kind of business reputation it has,
what its presence is in the marketplace, and its market share;

¢ researching any complaints, litigation or liens against it;

¢ determining the percentage of the Service Provider’s total business the Receiver Company
would represent and/or if the Service Provider relies significantly on one or two existing
clients;

¢ checking references from current and past clients;
¢ reading any available analyst reports and user-group information;
¢ conducting at least one site visit;

e obtaining a product marketing package that may include a product description, pro forma
financial analysis, telemarketing script, direct mail pieces, buyer profiles, tracking reports
and references to financial services companies offering the product;

e reviewing the proposed marketing strategy for the service offering;

e determining days and hours of operation, including availability of toll-free customer
service lines and after hours and holiday contacts;

 if any user groups are associated with the service, determining how well the Service
Provider communicates with customers through those groups; and

e for products delivered through a provider network, identifying the number of providers
by state.

Financial Analysis
The level of financial review should be consistent with the complexity of the Service
Providet’s business activities.

4.3.1 The Receiver Company should consider performing a financial analysis on the
Service Provider’s three most recent fiscal and quarterly audits. Financial statements
should be prepared in accordance with Generally Accepted Accounting Principles.
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Statements should be audited in a timely fashion by reputable and independent
accounting firms.

4.3.2  Obtain and examine:

e available SEC filings (for public companies);

¢ available financial ratings from external and internal sources such as Standard &
Poor’s, Dun & Bradstreet, Moody’s, and Bloomberg; and

e credit reports.

4.3.3 Understand the Service Provider’s sources of capital and project its future financial

condition.

Risk Analysis

4.4 Assessing Audits and Assessments

4.4.1

Right to Audit: The Receiver Company should retain the right to audit the facility, the
general controls environment, implementation of certain policies, adherence to
customer-specific processing policies, adherence to security and customer-information
requirements and adherence to procedures associated with the relationships with the
Receiver Company. The third-party auditors should be mutually acceptable personnel
and may not disclose any of the proprietary information of the Service Provider or
Receiver Company. For the audit or assessment, the Service Provider should be given
advance notice and details of the scope, in order to prevent impact to availability, SLAs,
customer satisfaction, etc. Internal or external audit results should be shared with the
Service Provider, within a specific time frame after an audit is issued by the Receiver
Company or its external provider, to discuss and mutually determine audit items that
may need resolution and/or mutually develop plans and procedures to address any
changes suggested by the audit.

A Service Provider might ask a Receiver Company to rely on an audit by a third party as
a substitute for an audit by Receiver Company. When considering such a request, the
Receiver Company should take into consideration the level of risk, its comfort with the
third-party auditor, and the scope of the audit. If a decision is made to grant such a
request, the Receiver Company should have access to the audit results and plan for
resolution of any findings. Additionally, the Receiver Company should not surrender its
right to audit.

4.4.2 Availability of Audits: Determine if the Service Provider has a current-year,
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independently conducted, third-party audit or assessment report that includes testing of
general and technology-based controls for the specific scope of work at the site where
work is to be performed. Review of this report should include an analysis of the cover
letter to determine the scope of what is, and is not, covered by the engagement and by
the User Control Consideration section that represents the control points the user
organization is responsible for addressing. Based upon the level of risk associated with
the services to be performed, the Receiver Company may require a review of the
hardware, software, and processes.
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A SAS 70 Type 11, a SysTrust audit, a WebTrust audit, an independent auditot’s report, a
security assessment, and/or a full penetration test ate some of the available tools but,
depending on the application, system or service to be outsourced, may be cost
prohibitive. It is important to fully understand the level of risk of the outsourced
application or service and whether it is a shared or dedicated processing environment.
For a business-critical application containing sensitive data, a thorough test should be
conducted. As the level of risk decreases, alternative assessments may be considered.
They may include any subset of the components in the list below, as well as system or
server scans, news group and other research, and references from other customers.

4.4.3 Audits of Shared Environments: In a shared environment, these audits or assessments

may involve more than one Receiver Company and more than one process.
Consideration should be given to the practicality of individual financial institutions
participating in audit or assessment engagements. In cases where more than one
Receiver Company engages in the audit, participating in scheduled audits can reduce
cost, minimize service disruption, and increase participation of key workgroups.

4.4.4 Review of Audits or Assessment: If there is a third-party review, the Receiver Company

4.4.5
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should validate that the report was prepared, and detailed controls testing was
performed, by an independent third party (e.g., an independent auditor conducting an
evaluation in accordance with the Statement on Auditing Standards of the AICPA
(American Institute of Certified Public Accountants)). The Receiver Company should
further validate whether controls related to services for the Receiver Company are
functioning as intended based on testing. The Receiver Company should determine if the
report is for the current year. It is important to determine whether there have been any
material changes to the infrastructure or configuration of the systems since the last
review or test and whether the location and technology environment associated with the
services are materially the same. If so, those components should undergo a further
review to ensure that integrity has been maintained. It is also critical to ensure that the
systems and infrastructure reviewed are the same components that will be hosting the
application, systems or services to be outsourced.

Control Testing: A thorough Service Provider security review would include testing.
The test areas should require written signoff by the Receiver Company and the Service
Providers because of the potential for service disruption, financial loss, and the triggering
of certain automatic security responses. While further detailed in Appendix 0, tests
would include:

e areview of the Information Security Policy documents;
e security policies and procedures;

e physical security controls;

e external network penetration attempts;
e application penetration attempts;

o vulnerability assessment;

e internal penetration attempts;
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4.5

4.6

e attempts to gain access through social engineering techniques;
e acomplete report of attacks and tools used, findings, and recommendations;
e a follow-up review to confirm that recommendations were implemented; and

e adetermination of whether controls testing was performed on each technology
control to be relied upon in production processing—including physical access,
operating system, network, application, and database controls.

4.4.6 Internal Audits: If internal audits have been performed by the Service Provider on the

applications, system or service performed for the Receiver Company, during the due
diligence process the Receiver Company may also want to evaluate this information and
the process used to conduct the audits. The Receiver Company may also request any
audits that relate to verification of the Service Provider’s compliance with contractual
obligations, e.g., (1) accuracy of charges and invoices, (ii) the Service Provider’s
performance related to its (a) internal practices and procedures, (b) disaster recovery and
backup, (c) data and network security, (d) efficiency and effectiveness in using resources
to provide services for which the Receiver Company is charged, and (e) performance of
the services according to performance standards.

Service Provider Maturity
To determine the Service Provider’s level of maturity in process control, the Receiver
Company should:

evaluate its employee development and training programs, including security-awareness
training;

evaluate the customer problem tracking and resolution process;

understand customer service organization, including outsourced functions;

review service standards, tracking reports and corrective action processes;

review MIS capabilities and reports;

understand process controls and work validations to ensure contract compliance;
acquire a copy of any outstanding software bugs and patches needed and find out the
timeframe planned for fixing bugs and installing patches;

evaluate the production change-management process, including change logging,
management approval, backout plans required, and enforcement; and

understand the quality control program and workflow. If the Service Provider is certified
to ensure quality and security in its operations, find out who performed the evaluations
(including whether it was a self-assessment), where it was performed (including whether it
was at the location where the Receiver Company’s work will be performed), when one was
last performed, and whether certifications are performed regularly. Finally, in assessing the
quality control program and workflow, the Receiver Company should evaluate the impact
the certification may have on its own operations and processes.

Privacy and Confidentiality Considerations
The Receiver Company should evaluate the procedures in place at the Service Provider to
protect information (such as customer or employee data), including:

finding out if there is a privacy policy and determining whether its provisions are adequate;
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understanding how the privacy policy was/is implemented and how it was/is
communicated;

reviewing the privacy policy employee training program and tracking;
reviewing privacy policy employee fraud-detection training and management reporting;
examining the employee confidentiality policy and signed confidentiality agreements;

examining the contractor/subcontractor confidentiality policy and signed confidentiality
agreements;

examining employee disciplinary policies/actions for privacy policy violations;
understanding the adequacy of privacy procedures for temporary/contract staff;

examining employee background-check procedures, including process for screening
current, prospective, contract and temporary employees;

reviewing procedures to protect, retain and destroy nonpublic personal information;

reviewing procedures to advise Receiver Company of, and comply with, “Do not call”,
“Do not mail” and “Do not email” requests;

obtaining privacy policy script used by customer service employees; and

comparing the Service Provider’s privacy policy to Receiver Company’s policy and
identifying any gaps.

4.7 Assess the Service Provider’s diligence in legal, regulatory and compliance areas.
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Determine the existence and adequacy of the Service Provider’s compliance program and
objectives.

Determine how the Service Provider’s legal department is used, including staffing levels
and functions, and the use of outside counsel.

Determine the adequacy of procedures to ensure compliance with state and federal legal
and regulatory requirements.

Determine the adequacy of procedures used to ensure compliance with any Receiver
Company-specific privacy standards or guidelines (i.e., privacy rules unique to the Receiver
Company that are not necessarily federal or state regulatory requirements).

Determine the adequacy of processes used to stay abreast of statutory, regulatory and
quacy ot p y Y, reg y
administrative changes affecting its business. This includes monitoring for any business

patents that could affect the Service Providet's business.

Determine whether the Service Provider keeps abreast of case law affecting its business.

Review any current or recent (within 3 years) governmental, regulatory or administrative
investigations, proceedings, complaints or lawsuits against it or any of its officers or
employees.

Review any recent (within 3 years) complaints about the Service Provider by customers to
any regulatory authority or consumer complaint agency.

Determine whether there is a process for disseminating compliance updates and similar
relevant information to its financial services customers.

Review any processes used to track pending legislation. Find out if the Service Provider
would consider the Receiver Company’s position on issues.
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Review any process used to amend client contracts based on changes in business practice
due to law or regulation.

Review procedutes for remaining current on banking/insurance/direct mail/telemarketing
regulations.

Review procedures for complying with state licensing requirements.
Examine procedures for complying with state advertising requirements.
Review approval procedures for advertising and promotional materials.

Review procedures to maintain the confidentiality and privacy of client records.

4.8 Determine the Service Provider’s technology and systems architecture.

Review the high-level systems architectural design to determine its relationship to industry
and Receiver Company standards for scalability, capacity, performance and code structure.

Understand the availability of source code for extension, co-development or escrow
putrposes.

Determine if Service Provider products conform, have been evaluated or tested against
security criteria (e.g., BITS Product Certification Program, Common Criteria).

Review the risks and controls of systems connectivity between Service Provider and
Receiver Company.

Understand whether the application could be brought in-house or to another Service
Provider.

Understand third-party products and licenses.

4.9 Determine the Service Provider’s reliance on other third-party service providers.

Identify and review all Service Provider dependencies.

Verify the process the Service Provider has in place to review third parties’ security policies
and procedures.

Review the Service Provider’s service record and experience with dependent providers.

Review the Service Provider’s issue notification, communication, and contingency plans
for dependent providers.

Evaluate interoperability security between Service Provider and dependent providers.
Determine if the other third parties have disaster recovery Service Providers.

Determine if the Service Provider has had to declare a disaster requiring the activation of
its recovery process, and the level of success.

Determine certifications and capabilities of Service Provider’s third-party providers.
Determine if the Service Provider can leverage the Receiver Company’s existing
relationship(s) with other third-party providers.

Determine the conditions under which a third-party backup or recovery site would be
activated.

Determine the level of access required for a third-party site.

Determine the Service Provider’s access rights per their contract with a recovery Service
Provider, i.e., is it first come, first served or dedicated capacity, or is access determined by
the recovery Service Provider based on other clients’ simultaneous requests?
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4.10

4.11

4.12

4.13

o If recovery resources are not dedicated, determine the recovery Service Providet’s ability to
recover simultaneously all clients within a reasonable area and timeframes. Consider a
risk-based approach to establishing separation of operations or facilities.

e Determine what, if any, time limit exists on operating from the recovery site.

Determine what impact the Service Provider will have on other Service Provider

relationships that already exist in your network.

e Review access control, security and privacy requirements from previously established
Service Provider relationships to determine whether any of them are affected by the new
relationship.

e Review network configurations to assess whether logical or physical separations are
required between Service Provider connections and access points.

e Review existing Service Provider contract terms to determine whether any are affected by
the new Service Provider relationship.

e Review existing insurance terms to determine whether any are affected by the new Service
Provider relationship.

Determine service availability offerings and their link to requirements.

. Determine if there are regulatly scheduled time periods when the service is
not available.

. Determine if the Service Provider has historical statistics on system
availability and response times.

. Determine how additional transaction volume created by a new client affects
system performance and availability.

. Determine architecture for high availability and operational redundancy.

. Determine the architecture’s ability to provide and support additional
capacity.

. Determine if the Service Provider supports a dual, high-availability

environment in case of interruptions in local/regional utility service (e.g.,
communications, gas, electric, sewer, water).

Exit Strategy Considerations

To help identify possible risks, define potential losses, and ensure the continuity of services,
the Receiver Company should begin developing an exit strategy during the selection process.
The Receiver Company should not only plan for the transition of services to the selected
Service Provider, but also evaluate possible transition of services from the selected Service
Provider to another third party or in-house, in the event that the Service Provider is unable to
continue to provide contracted services.

Disaster Recovery/Business Continuity Requirements
4.13.1 Risk Analysis

e Examine the list of threats from possible internal and external sources identified
by the Service Provider, along with the assessment of impact and probability.

e Verify that the Service Provider has introduced controls to mitigate the effects of
identified threats.
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Review the types of business functions the Service Provider has identified as
critical to ensure that Receiver Company requirements will be met.

4.13.2 Recovery Objective

4.13.3
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Determine whether offsite backup checks are performed frequently enough to

meet the Receiver Company’s RPOs. Backup checks should include examination
of:

e controls on offsite storage site environment and access;

e encryption standards including backup, storage and recovery of encryption
keys; and

¢ location of secondary storage facility relative to the primary facility.

Verify the integrity of the backup either through planned or random sampling
(particularly in open systems environments).

Determine whether the Service Provider’s recovery time is sufficient to meet the
Receiver Company’s RTO.

Based on continuity strategies defined in the Service Provider’s plans, determine
what the maximum recovery time will be for the Service Provider to restore
systems and, upon restoration, what the worst-case data recovery time will be.

Determine whether these criteria have been validated through testing.
Determine whether the Service Provider has established “preferred priority

restoration” with other clients.

Determine the probability of other clients declaring a disaster simultaneously and
the impact this could have on the Receiver Company.

Examine the contingency plans in place to support multiple clients’ recovery
events should resources be required simultaneously.

Plans

Review the written recovery plan. Verify that it is updated annually and that
copies are stored at the recovery site and other secure offsite locations.

Examine the plan for coverage of:

e remote command center;

e recovery site;

o staff relocation plans;

e recovery teams with defined tasks;

e critical third parties (recovery vendors, equipment vendors, transportation,
utilities, and public safety);

e activation/notification method;
e communications to customers;

e communications with the media;
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4.13.4

e communications with public safety services; and

e acquisition of critical I'T resources.

Verity that adequate geographic separation exists between the Service Provider’s
primary facility and its recovery site(s) and storage facility(ies).

Verity that network documentation is maintained for production and recovery
configurations, including connections to external data sources not controlled by
the Service Provider.

Determine if processing can be accomplished from the recovery site using
normal production processes. If not, determine whether the recovery plan
contains documentation of special processes.

Testing

Review recovery testing efforts performed by the Service Provider, including the
scope and results of the test(s). Determine when the continuity plans for the
Receiver Company were last tested successfully. Determine the frequency, scope
and type of testing (e.g., walkthrough, simulation, etc.).

Determine whether test documentation contains scope, objectives, timeline and
results.

Determine whether testing is certified by an independent third party and obtain a
copy of the certification.

Determine whether the Receiver Company may participate in recovery tests and
to what extent (e.g., observation, planning, testing, data entry, observation of
results, validation against production results).

Determine whether the test results demonstrate recoverability within the
recovery service levels (e.g., recovery time and data loss) required by the Receiver
Company.

Determine whether the test results are reviewed and signed off on by the Service
Provider’s senior management, and whether the results are available to the
Receiver Company.

Determine whether testing anomalies are documented, and whether root-cause
analysis was applied and used to modify the recovery plan and subsequent test
objectives.

4.13.5 Event Management
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Examine the Service Provider’s documented event-management plan for clearly
defined emergency response, escalation and communications procedures,
including notification of designated Receiver Company contacts.

The Service Provider should include representation from:

e corporate communications (internal to employees and external to customers,
government agencies, regulators and the media);

e building security;

¢ building management;
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e information systems management (including data security and disaster
recovery);

e human resources;

e dependent Service Providers;
e essential business units;

e public safety agencies; and

e executive management.

4.13.6 Governance

Verity that the Service Provider has a documented process in place to ensure
accountability and compliance with the goals and objectives of the Receiver
Company’s continuity planning program. The Service Provider’s governance
program should be audited regularly and the results should be monitored and
signed off on by its senior executives. Also, the Service Provider should ensure
that federal and state regulations are met and managed as they apply to its
customers.

Verify that a specific group or individual at the Service Provider is responsible
for monitoring the company’s compliance with Receiver Company business
continuity goals and objectives and with all applicable federal and state
regulations.

Ensure that testing of continuity plans validates regulatory compliance and that
test results are reported to the Receiver Company’s compliance group or other
appropriate individual(s).

Review follow-up procedures for non-compliance issues and ensure that
responsibility is assigned, remedies are identified, and reasonable target dates are
established. Results should be used to update continuity plans.

4.13.7 Insurance
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Ensure minimum liability insurance coverage is in place, consistent with the
Receiver Company’s standards.

Obtain copies of any insurance policies, including liability, errors and omissions
and business continuity/disaster recovery policies.

The Receiver Company should review its own existing insurance terms to
determine whether any policies are affected by the new Service Provider
relationship.
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SECTION 5: CONTRACTUAL, SERVICE-LEVEL, AND INSURANCE CONSIDERATIONS

The considerations that follow are written from the financial institution perspective and are intended
to provide a checklist of suggestions for possible incorporation in contracts. However, each
contractual relationship between a financial institution and a service provider is unique and
institutions should develop contracts consistent with their risk appetites and in the context of the
business environment in which they operate.

Some high-level considerations that may affect an institution’s contracting practices are the
relationship with the service provider, the services to be provided (e.g., dedicated vs. shared
environment), and whether a contract is being entered into with one or multiple service providers
(i.e., single sourcing or multi-sourcing). Contract requirements may also vary depending on the type
of application, system, or service being outsourced.

Where the service provider cannot, or will not, agree to critical considerations associated with
controls, controls verification, insurance, and continuity planning, the financial institution should
consider the need to implement appropriate alternative provisions and controls to manage the
associated risk. It is important to fully understand the level of risk of the outsourced application or
service when evaluating contractual, service level, and insurance considerations to ensure that the
cost of the control processes does not exceed a reasonable risk/reward formula.

Service Level and Risk Review

51 Contractual and Service Level Considerations

5.1.1 Scope of Services

5.1.1.1 Cleatly articulate the services to be performed by the service provider on behalf of the
financial institution, including:

e situations requiring recovery, recovery time objectives (how long to recover),
recovery point objectives (how far back—to what point in processing—to recover,
considering what information or transactions may have been lost), and the
percentage of normal production volume that should be met while operating in
recovery mode;

e the information-security role and responsibilities to be provided;
e the network, software, and hardware support services to be provided;

e the customer service support to be provided (including SLLA considerations of
hours of service, use of automated customer service, problem resolution times,
guaranteed time for call-back, crisis communications plan);

e costs and compensation related to the provision of services and fees associated
with the outsourced activity;

e the process and obligations required to add new services, modify current services,
or combine multiple services;

e terms for contract renewal and termination;

e the financial institution’s rights to make changes to services;
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e cmerging technology considerations and provisions for replacing, reducing or
adding services based on technology changes;

e the timeframe for implementation of functionality of services; and
e a baseline for performance standards and each party’s responsibilities.

5.1.1.2  Clearly identify required service levels and performance standards as well as the
consequences of and remedies for nonperformance. Consider including monetary
penalties for failure to meet individual and aggregate service level agreements on a
periodic basis (e.g., monthly, quarterly). Also consider establishing continued
failures of service level requirements (both individual service failures and in the
aggregate) as separate triggers for default (distinct from the general default for
“breach of a material term of the agreement”), giving the financial institution the
right to terminate the agreement immediately upon notice. As appropriate, also
identify any of the financial institution’s obligations related to meeting the service
level agreements and any continuous improvement expectations. Define
performance reporting requirements, required handoffs between the financial
institution and the service provider, responsibilities for troubleshooting, and
problem escalation. Document the requirements for:

e quality/customer setvice, such as:
® accuracy,
e customer satisfaction, and
e acceptance of deliverables;
e timeliness/responsiveness, such as:
e on time delivery,
® response time,
e turnaround time,
¢ implementation timeframes/time to matket, and
e problem resolution;
e availability — percentage “up-time”, hours of operation;
e cfficiencies — gained from improvements in technology;

e scalability — transaction growth, storage needs, seasonal or promotional spikes; and

e continuity — pre-event recovery strategy which includes the minimal threshold of
performance for backup or alternate site processing.

5.1.1.3 Itis important to note that some service level requirements cannot be fully defined

until after contract implementation/conversion. Others should be improved over
the term of the contract. Therefore, the contract should specify when these
benchmarks would be established and reviewed. However, negotiation leverage is
substantially decreased after the initial contract is signed, so every effort should be
made to establish service level requirements prior to contract execution.
Depending on the nature of the application, system, or service, the financial
institution and the service provider may choose to create a performance-level plan
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that defines milestones in the implementation process. Acceptance of milestones
in the performance-level plan may in turn be tied to payment terms.

5.1.2 Change in Service Provider’s Financial Soundness or Business Strategy

Failure of a service provider can compromise the financial institution’s ability to conduct its
business. The financial institution should include language relating to notification by the
service provider of impending material changes to the service provider’s operations or strategy.
Consider incorporating provisions requiring notification to the financial institution in the event

of:

financial difficulty that may affect service, including loss of any significant customers or
relevant complaints, litigation, liens, fines, or judgments;

material change in tactical or strategic decisions regarding the provision of services or
purchase and support of hardware or software related to processing performed on behalf
of the financial institution;

significant staffing reductions or changes in key staff that may affect the service provider’s
ability to provide the agreed-upon support and service;

changes in staff licensing, gain or loss of regulatory certification, and participation in or
withdrawal from alliances or other business partner arrangements;

decisions to materially reduce core expertise in the area in which the services are being
provided;
changes in support responsibility and hours associated with the service provider’s

subcontractors; and

service provider decisions to outsource, acquire, sell, or otherwise transfer operations or
support associated with the services, applications, data, network, or other critical
component of the environment used to provide services to the financial institution.

5.1.3 Environment

The financial institution should obtain a sound understanding of the service provider’s
environment at the time of the agreement. This understanding is critical to establishing a
baseline for control implementation.

5.1.3.1 Physical Processing and Data Storage — It may be important in a dedicated service

provider environment to document the locations, type, and serial numbers of
equipment to be used in the processing and storage of financial institution programs
and data. This allows the financial institution to determine whether controls tested on
their processing are accurate. Notification of changes in equipment used may be
required in some instances. If a separate processing and storage environment has been
established for the financial institution, additional verification and documentation
should be required.

SLA Consideration: Frequency or timing of notification when changes are made
should be specified.
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5.1.3.5

5.1.3.6

5.1.3.7

5.1.3.8

5.1.3.9
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Logical Processing and Data Storage — Depending on the service being provided,
logical storage and processing of financial institution applications and data may be
physically or logically separate from that of other companies processed by the service
provider. Where logical controls are used to separate processing and storage, minimum
guidelines should be established to support an appropriate assurance that inadvertent
access will be avoided.

SL.A Consideration: Offsite storage hours of access and access capability, historical
retention, and isolation of backup media from other customers’ media should be
specified.

Destruction of Intermediate Files — In instances where a shared storage or processing
work area is authorized by the financial institution, proper due diligence should be
followed to prevent the inadvertent disclosure of financial institution data. All work
files created during the course of processing should reside on dedicated physical media,
or full appropriate procedures should ensure proper erasure prior to media reuse. This
should occur prior to the storage being released for or by the service provider.

Hardware — Equipment owned by the financial institution but located at the service
provider’s facility should be covered in contracts addressing equipment. Procedures
for responsibilities during a disaster, including salvage and replacement responsibilities,
should also be documented.

Software — To ensure that bugs have been identified and corrective measures applied
for software and systems used in work performed for the financial institution,
document the validity of all licenses for operating system and application software, as
well as the database and storage systems, product names, version and release numbers.
This information also is essential for restoring service in the event of a disaster and
should be stored with recovery plans.

Internet Domain Names created by the service provider on behalf of the financial
institution should be properly registered to protect the financial institution’s reputation
and brand identity. The agreement between the service provider and the financial
institution should document ownership of the domain names.

Subcontracting by the service provider involving the financial institution’s data,
applications, and service or any reciprocal agreements with recovery providers may
require the express permission of the financial institution.

The financial institution should be able to review and accept recovery plans for each
subcontractor. The ultimate responsibility for the quality of all controls, including
recovery, should rest with the contracted service provider.

Intellectual Property — Ownership of the system, its components, source code,
processes, concepts, documentation, enhancements to the system, and related concepts
should be clearly documented. Intellectual property rights should be explicitly
delineated. If the service provider retains ownership over source code, escrow rights
should be detailed and recovery procedures outlined.

System Controls — Financial institutions should require service providers to maintain
according to industry standards all system controls associated with all platforms,
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networks, or network interfaces used to process financial institution applications and
data. Factors to consider include restoration, timely remediation of vulnerabilities and
known bugs, and system recovery objectives that would limit exposure to errors or
malicious activity.

5.1.4 Confidentiality

The service provider should educate its personnel who support the processing relationship of
the financial institution’s confidentiality standards. The financial institution’s information
classification and handling requirements, as well as any personnel screening or confidentiality
agreements required by financial institution policy should be clearly communicated to the
service provider. Specific requirements may include the following:

5.1.4.1

5.1.4.2

5.1.4.3

Information Classification — The information and materials processed or stored by the
service provider on behalf of the financial institution should be handled in accordance
with both applicable laws and regulations (e.g., the Gramm-Leach Bliley Act (GLBA),
the Fair Credit Reporting Act (FCRA), Fair and Accurate Credit Transactions Act
(FACTA), Regulation P) and the service provider’s standards and policies. This
handling should meet or exceed the requirements of the financial institution’s policies
and standards as communicated to the service provider.

Media should be marked, if necessary, to identify highly confidential data and the
capability of the service srovider system to access production data. Development and
other support personnel should be identified and expectations documented.

Limitations on Access and Use — The agreement should require the service provider to
limit access to information to employees, officers, financial institution-approved
subcontractors, and agents on a “need to know” basis and for the exclusive purpose of
providing the services that the service provider has contracted to provide. Consider
including provisions that require that the service provider permit their personnel
access to confidential information only after both informing those personnel of the
nature of the information and after obtaining from them a written agreement to
protect the information.

Production Data Ownership — The agreements should clearly state that data are owned
by the financial institution, including both data provided by or on behalf of the
financial institution and that created as a result of service provider processing or other
services.

5.1.4.4 Data Storage and Disposal — The agreement should clearly state the storage periods

5.1.4.5

5.1.4.6
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and disposal requirements for each type of data and each type of media on which the
data may be stored.

Other Uses of Data — Use of data by the service provider for data mining or for any
purpose other than the processing directly contracted by the financial institution
should not be allowed without the express written permission of the authorized
financial institution information owner.

Release of Service Provider User Information — Unless otherwise required or
prohibited by law or regulation, the release of any service provider user information,
such as access rights, should be made only to the appropriately authorized financial
institution personnel, and authorization should be verified prior to any disclosure.
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5.1.4.7

5.1.4.8

Responsibilities — Responsibility for communication, authorization, and notification
should be stated in the agreements and any supporting procedural guides.

Encryption — The requirements for the use of encryption, the maintenance of any keys
and concomitant infrastructure requirements should be clearly stated. and the
requirements should include consideration of the entire end-to-end transaction and
lifecycle (e.g., data/file origination, storage, retention, network path, backups, and
recovery; key/certificate escrow and storage, exchange, revocation, supercession and
replacement, and post-supercession retention; and security and audits of encryption or
encrypted assets, processes, flows, and recovery). The requirements also should
include provisions mandated by law and regulation, including state laws.

SL.A Considerations: a.) Keys/certificates and their management; b.) data/files and
their management; and c.) meeting security and audit requirements, e.g., protection,
monitoring, and compromise.

5.1.4.9 Test Data — Production data should not be copied to the test environment unless

appropriate masking is performed or appropriate controls are in place to prevent
compromise of sensitive data.

5.1.4.10 Programs and Intellectual Property — Programs, data and written materials of the

financial institution and service provider should be protected from unauthorized copy,
use, duplication, and storage.

5.1.4.11 Injunctive Relief - Consider adding a provision that permits the financial institution to

seek to enforce confidentiality provisions, in addition to all other remedies.

5.1.4.12 Publicity — Consider provisions prohibiting press releases or general use of the

financial institution’s identity, including marks and domain names, without prior
consent. Such provisions can help prevent brand dilution and avoid the impression
that the financial institution supports, guarantees, or recommends the service provider.

5.1.4.13 Disclosure to Regulators — Regulated entities should add provisions permitting

disclosure of any information in its possession, including confidential information of
the service provider, in response to a request from any federal or state bank examiner,
or other regulatory official having regulatory authority over the regulated entity.

5.1.4.14 Customer Preferences — If the service provider will have contact with customers of

the financial institution, require the service provider to promptly notify the financial
institution of any expressed customer preference regarding the financial institution’s
marketing contact with the customer.

5.1.5 Access Administration

The financial institution should clearly define the processes for determining access
requirements, requesting access, and granting access. These procedures should address access,
whether physical or remote, to the financial institution’s network, data, or physical facilities.

5.1.5.1
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File Access — Provisions for access to production data and programs for financial
institution and service provider employees should be based on authorized job-related
responsibilities. Information access privileges should be consistent with financial
institution requirements for employee screening. Both the financial institution and
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5.1.5.2

5.1.5.3

5.1.5.4

service provider are responsible to establish procedures to communicate changes in
new or existing personnel that require adding, amending, or terminating access
privileges. Individuals responsible for access authorization should be identified by the
financial institution.

SLA Consideration: Establish guaranteed access implementation times from receipt
of access request. Those times should be established for both standard operating
conditions and for the mass changes required in a recovery scenario.

Record of Access — A record of all access requests and authorization should be
maintained and used by authorized parties only to verify the work of the personnel
implementing system access rights. These records should be retained in accordance
with the financial institution record retention requirements.

SL.A Consideration: The frequency of access reports and the response time for
correcting access errors noted on access reports should be specified. Critical
reporting elements associated with recovery efforts (e.g., temporary permissions,
time and date of access, activity performed) should also be delineated prior to
implementation.
Authorization Verification — A reasonable process should be maintained to validate
that the “signature” associated with granting access is an authentic “signature” of the
person designated by the financial institution to grant access.

Processes for emergency authorization and verification of signatures should be defined

and incorporated into recovery plans.

Remote Access — Policies and controls for remote access to financial institution

information and systems should be clearly defined, including:

e requirements for permissible mobile and telecommuting equipment (service
provider, financial institution, or personally owned);

e minimum security requirement standards for permissible equipment (e.g., personal
firewall software or hardware, virus protection software), their configurations, and
patch levels;

e requirements for authentication mechanisms, including two-factor authentication
where possible, to be used in conjunction with the permissible equipment; and

e isolation requirement for remote access equipment, in particular, requirements for
copying software/data onto portable media and prohibition or control of
“bridging” the permissible equipment with the financial institution network.

5.1.5.4 Maintenance Access — Financial institutions should implement policies, processes, and
controls for allowing service provider to remotely conduct maintenance activities. Include
the process of registering maintenance access procedures, identify who has this access, and
audit the process to track access.

5.1.6 Security

The financial institution or service provider may be responsible for remediation costs where
they fail to fulfill security obligations prior to the breach or other violation. In addition to
relevant customer notice laws and regulations, consider the following when developing your
requirements and processes for logging access and violations, monitoring timely changes to or
deletion of expired access authorizations, and promptly archiving and reporting recent
activities of personnel responsible for the violations or subject to the revocation of access.
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5.1.6.1

5.1.6.2

5.1.6.3

5.1.6.4

5.1.6.5

5.1.6.6

5.1.6.7
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Violation Monitoring and Reporting — Actual or attempted logon violations and access
violations should be logged. These logs should be provided in a secure electronic
format to an appropriately identified person within the financial institution for review
and action. Include escalation, follow-up monitoring, and review procedures.

SLA Consideration: The SLA should include the frequency and format of reports
being generated. The process for identifying serious violations, the time lag
between violation and verbal notification to the financial institution, and any
requirement for redundant notification (e.g., telephone, email, fax) based upon the
severity of the violation should be specified.

Access History and Log Retention — Access history logs for critical application
transactions should be generated, retained, and made accessible to appropriate financial
institution personnel. A risk and cost analysis should determine the type of
information detailed access records and audit logs retained, the duration of log
retention, and follow-up monitoring and review procedures.

Penetration Attempts — The service provider should maintain the proper software,
hardware, personnel, and other resources necessary to ascertain that a penetration
attempt is being made against any part of the network or server facilities used by the
service provider to process or transport financial institution information.

SL.A Consideration: The time lag between identification and notification to the
financial institution should be specified and tracked.

Access ID and Password Format — Where possible, the access 1D, password format, or
other access device (e.g., smartcard) should be consistent with the criteria set forth in
financial institution policies. Considerations may include ID and password minimum
characters, logging, suspension, and reset. All default access IDs should be removed
o, at a minimum, have the passwords changed. Provisions for restoring access
devices, suspending privileges, and resetting passwords in a business continuity setting
should also be defined.

SLA Consideration: Response time to create, change, or delete ID and password
requests should be specified.

Proper Separation of Duties — The service provider should ensure the same level of
separation of duties as required by financial institution policies.

Separation of duties should be stated for security administration, access review, and
violation reports when those responsibilities remain the responsibility of the service
provider. There also should be separation between development and operations
personnel, as well as other potentially conflicting roles.

Programs Written by the Financial Institution and Processed by a Service Provider —
Programs written by, or expressly for, the financial institution should be certified as
free of any malicious code and appropriate for the financial institution’s intended
purpose. They should also be protected from unauthorized copy, use, duplication, and
storage. Asset management requirements should be specified.

Intrusion Detection Monitoring — The service provider should maintain intrusion
detection in a manner consistent with risk analysis and which will identify both internal
and external risks that could result in unauthorized disclosure, misuse, alteration, or
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destruction of customer information or customer information systems. The service
provider maintains operations and reports on its operation of system security software.
This may include providing the financial institution with work flow diagrams, end-to-
end sign-on and other process automation procedures and interfaces that enable
compliance monitoring and support audit and reporting standards. The financial
institution may request periodic reviews of the service provider’s access controls with a
focus on viability and appropriateness of security controls for both normal and
recovery procedures.

SLA Consideration: The financial institution should be notified in the event an
exposure exists which impacts the financial institution’s business. Expected hours
of monitoring should be identified, as well as restoration time for information that
is lost or damaged. Additionally, responsibility and liability allocation
considerations should encompass situations in which service is shut down due to a
virus or other problem.

5.1.7 Vulnerability and Penetration Management

The financial institution should ensure that service providers have appropriate monitoring and
response processes to identify vulnerabilities in the I'T environment and are performing
penetration testing at reasonable intervals. The service provider should provide the financial
institution with any information that is required for the financial institution to understand and
act upon any potential customer system or data compromise. Regulatory guidelines and
examination procedures hold the financial institution responsible for ensuring that service
providers provide sufficient reporting to allow the institution to appropriately evaluate the
service provider’s performance and security, both in ongoing operations and when malicious
activity is suspected or known. Penetration simulations should be planned in advance and
should occur during non-production time periods to avoid service level disruptions.

5.1.7.1 Vulnerability Scanning — service providers should identify known system vulnerabilities
in a timely manner and as agreed upon at the outset of the engagement. In a shared
environment the service provider may establish the resolution time frame in order to
avoid multiple competing requirements from their clients. Vulnerability scanning
should be performed on a regular basis and corrective action taken within an
appropriate time frame. Financial institutions should also include follow-up
monitoring and review procedures in their agreements.

The contract may require the service provider to monitor industry standard
information channels (e.g., bugtraq, CERT, OEMs) for newly identified system
vulnerabilities with respect to the technologies and services (e.g., application software,
databases, servers, firewalls, routers and switches, hubs) provided to the financial
institutions.

SL.A Consideration: Responsibility, frequency, and timely notification of identified
vulnerabilities should be specified. Also, based on risk level, an agreed-upon
resolution time frame should be established.

5.1.7.2 Penetration Simulations — The financial institution should validate that the service
provider periodically performs or contracts with an independent partyto perform
appropriate penetration simulations. The contract might specify annual penetration
tests, testing when the service undergoes a major revision, or both. The specific
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language may depend on the sensitivity of the relationship and the cyber posture of the
service (e.g., web-facing vs. internal hosting). If the financial institution contracts with
the service provider to engage an independent party, testing should be coordinated
with the service provider and it should not result in system availability issues, missed
SLLAs, downtime, or customer dissatisfaction.

Should the financial institution make arrangements with the service provider to
perform its own penetration tests, a separate contractual agreement should be signed
between the parties that may specify the scope of the test, backup requirements,
emergency communication channels, test windows, test participants, notified parties,
restricted report distribution, tester account ID deletion, and executive sign-off (for
both parties). Since the NDA between parties may not provide sufficient impetus to
drive these discussion items, the financial institution should consider being prepared
with its own standard language in the form of an addendum, statement-of-work, or
other binding method. If the service provider does not directly manage the
penetration simulation targets, then the standard language should require the service
provider to own the communications with and obtain the approval of its own third
party hosting provider, if applicable.

SLA Consideration: Frequency, depth of testing, and responsiveness of the service
provider’s mitigation efforts should be considered.

5.1.8 Controls Verification

5.1.8.1 Independent Auditors or Shared Assessments Report — Based on the risk assessment

of the services to be outsourced, an annual audit or assessment by an independent
organization, including testing of controls, may be required. The scope of the report
should include the environment used to process financial institution applications and
data. Each of the control areas are defined in detail in the Shared Assessments
documents (see Appendix 6 for more details on the Shared Assessment program).

5.1.8.2 Right to Audit — The financial institution should retain the right to audit in order to
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ensure that controls verification is performed as deemed necessary by the results of the
financial institution’s risk assessment. Current independent auditor or assessment
reports should be considered as a source of verification. Mutually acceptable personnel
or an independent third party should conduct such assessments, with advance notice
and on a schedule that does not affect normal operations of the service provider. In a
shared environment, these assessments may involve more than one financial institution
and more than one process. The contract between the financial institution and the
service provider should define what events or circumstances would trigger the audit as
well as who will incur the cost of the audit. Contract terms should not preclude or
limit rights of regulators, for regulatory examination purposes, to access records and
information of a service provider or its subcontractors related to the services provided.
The contract should state that the service provider will provide all assistance required
for the financial institution to comply with regulator-imposed examination or audit
requirements. Satisfying regulator requirements are non-negotiable provisions for
financial institutions.

Internal or external audit results should be shared with the service provider, within a
specific time frame after an audit is issued by the financial institution or its external
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provider, to discuss and mutually determine audit items that may need resolution or to
mutually develop plans and procedures to address any changes suggested by the audit.

5.1.8.3 Right to Audit in Subcontracting Situations — The financial institution may require the
right to audit relative to contracts of the service provider with another service provider
to support, store, recover, or otherwise handle the systems or data associated with the
financial institution relationship, where such are not covered by relevant third-party
review or other independent certification. Contract terms should not preclude or limit
rights of regulators, for regulatory examination purposes, to access records and
information of a service provider’s subcontractors related to the services provided.
The contract should state that the service provider will provide all assistance required
for the financial institution to comply with regulator-imposed examination or audit
requirements, including examination or audit of services subcontracted by the service
provider. Satisfying regulator requirements are non-negotiable provisions for financial
institutions.

5.1.9 Change Control

5.1.9.1 Production Changes — All production changes that could affect the processing
schedule or integrity of the financial institution’s data should be communicated to the
financial institution relationship manager or that individual’s backup. The financial
institution should retain the right of approval on all production changes. The contract
should specify the required number of days, or weeks, of advance notification to the
financial institution.

5.1.9.2 Change Testing — All changes should be thoroughly tested in a test environment prior
to implementation in a production environment. Testing should include user
acceptance testing, especially in the event of changes to functionality such as
calculations, automated notifications involving customers, control processes, and
database structures. Depending on the agreements between the financial institution
and the service provider and the risk involved with the changes, the financial
institution may request the right to be involved in the testing. The financial institution
should have the right to witness or accept certification that the testing has been
performed. In a shared service provider environment, sufficient user acceptance
testing should be performed to serve as a proxy for each affected financial institution.

5.1.9.3 Other Considerations — Depending on the type of service to be outsourced, the financial
institution may want to consider additional production delivery elements (e.g., training
and education, service delivery performance, capacity management).

5.1.10 Records Retention

Records retention requirements vary among business operations. Communication of those
requirements should be clearly documented to help ensure the appropriate offsite storage and
recall capability of historical data. The financial institution may have the following types of
retention needs:

o violation and transaction logs;
° access authorization and implementation;
° notification of control compromise; and
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o return or disposal requirements, subject to any requirements imposed on the service
provider by law or regulation.

5.2 Disaster Recovery/Business Continuity Planning Requirements

5.2.1

The contracts governing the products or services delivered to the financial institution should
include terms describing the recovery service levels to be delivered. Exclusion for continuity
plans in force majenre clauses is advised. Contracts may also include provisions for financial
institution participation in testing, delivery of continuity plans to the financial institution,
service levels (as a percentage of normal production volume) while operating in recovery
mode, and notification of the financial institution in the event of continuity plan activation.
Financial institutions need to fully understand and document in an agreement with the service
provider what specific services and response times will be required from the service provider
in case of a disaster by the financial institution as well what services and response times a
service provider needs to meet if they have a disaster. In any circumstance the financial
institution should ensure only minimally disrupted services. By ensuring plans are fully
documented and tested as needed, financial institutions can minimize their risks in this area.

In addition to the considerations listed under each subsection in this section, both parties
should consider including the following in contracts and discussions:

e Hstablishing and maintaining policies and procedures relevant to contingency plans,
recovery solutions and appropriate risk controls to ensure continued performance under
the contract.

e Ensuring that recovery strategies and documented recovery plans (e.g., vital records
protection, testing plans, testing frequency) cover all areas of operations necessary to
deliver the contracted products or services.

¢ Obtaining from the service provider off-site backup plans for critical data, software,
documentation, forms, and supplies.

e Addressing both short and long-term disruptions in facilities, environmental support and
data-processing equipment. The possibility of total destruction of business operations
should be considered.

e Continuing to provide service to the financial institution while the financial institution
activates its contingency plan or moves to an interim site to conduct its business, including
during tests of the financial institution’s contingency operations plans.

e Providing to the financial institution, on a regular basis, copies of all contingency exercise
final reports. The service provider should allow the financial institution to observe
contingency testing.

Business continuity plans should also consider dependent service providers that are critical in
delivering the products and services to the financial institution. The service provider must be
responsible for ensuring the validity of its downstream providers’ recovery solutions.

Risk Analysis
e The contract should include a provision requiring a documented risk analysis.

e The financial institution and service provider should review the risk analysis regularly and
evaluate requirements based on changes in the outsourced service.
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52.4

Recovery Objectives

e The recovery objectives should reflect the considerations and service level metrics outlined
in the RFP.

e Backup — The data backup schedule and requirements should reflect the Recovery Time
Objectives (RTOs) and Recovery Point Objectives (RPOs) of the financial institution,
particularly with respect to critical data. Some data may require simultaneous processing by
geographically separated centers and networks or real-time offsite data mirroring, while other
data may require only a daily offsite rotation.

o Offsite Storage — Backup storage media should be sent to an offsite location on a scheduled
rotation and with a defined retention period. Transmittal records of this movement should
be stored at both onsite and alternate locations. Backup media should be secured before
being transported and remain secured until they are returned to the primary site. Reasonable
distance between the primary and offsite location should exist to mitigate the risk of one
event disabling both facilities.

e Equipment Recovery — Detailed information on recovering installed equipment for salvage
operations at the service provider site should be stored with recovery plans in an accessible,
but secure, location.

e Recovery Prioritization — The order in which the service provider will recover processes and
systems should be based on the recovery objectives defined by the financial institution. This
information should be available to the financial institution and the financial institution
should be notified of any changes to this prioritization before the service provider makes the
change. Often contracts will state that in the case of a large regional or national disaster,
recovery services are based on a first come, first served basis. If this is the case, the financial
institution’s disaster recovery team needs to be aware of this and place a call to the disaster
recovery service provider as soon as possible, once it has been determined that disaster
recovery services will be needed.

Plans

The contract should require evidence of a written plan and include requirements for updating
the plan. Requirements may be driven by time, service, or environmental considerations.

The service provider should provide the financial institution with proof of business continuity
plans that address any outage that would affect the service provider’s ability to provide the
contracted service to the financial institution. The plans should include defined strategies for
standby and work-around procedures, and for addressing production failures, facility
shutdowns, personnel shortages or reduced staff, supply-chain issues, affects on customers
and work backlog. Procedures for returning to normal operations should also be included.

Testing

e Joint disaster recovery and business continuity plan testing should be conducted periodically.
Testing should include all scenarios that could potentially cause an unacceptable interruption
to production information processing. Within thirty days of testing, the financial institution
should receive a report with all test and exercise documentation, including results of testing
the financial institution’s processes and technologies.
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52.5

5.2.6

527

5.2.8

5.3

e The frequency of technology and business recovery testing, as well as expectations regarding
financial institution participation in those tests, should be specified and made available prior
to the test.

e The financial institution should identify requirements for accessing the recovery location.
Event Management

The service provider should have a process for managing both minor and major disruptions to
delivery of the contracted services or products. The service provider should regularly report
activity related to disruption-management testing, activation, and issue resolution to the
financial institution. Additionally, a documented process should exist to ensure that
notification and escalation lists and procedures remain current. Procedures for contacting the
tinancial institution during holidays and outside of normal business hours should also be
documented.

e Emergency Notification — In the event of a disaster or other emergency that affects the
processing schedules, an emergency notification schedule should follow.

0 SL.A Consideration: The minimum and maximum recovery time frames associated
with a service provider’s environment, minimum and maximum time to data integrity
validation, and minimum and maximum time that the receiver company would be
unable to perform production tasks should all be stated. Such schedules should
consider the federal, state, and local requirements pertinent to emergencies such as
those related to power, transportation or environment.

o Computer Forensics — If forensic tests must be conducted to determine the cause of an
application, system, or service failure, the service provider should follow appropriate
evidence-handling procedures.

Governance
e Statements documenting compliance with applicable government regulations are required.

e No provision in the contract, in particular any force majeure terms, should remove the service
provider’s obligation to provide recovery services at the required service levels.

e Failure to comply with any of the recovery terms in the contract should be referred to
adequate remedies or termination terms of the contract.

Insurance

The contract should include a requirement for proof of insurance (Insurance Certificate).
(See Section 5.5.)

Regulatory Resources

For further details and a comprehensive discussion on each subject area addressed in this
Section (5.2), review the Federal Financial Institution’s Examination Council (FFIEC)
Information Technology (IT) Handbook on Business Continuity planning, issued in March
2008.

Compliance with Regulatory and Financial Institution Policies
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53.1

53.2

5.3.3

Financial Institution Policies

The financial institution should provide the service provider copies of all relevant policies
impacting the service that will be provided. This can be done as an attachment to the contract
or as part of the ongoing vendor governance process.

Service Provider Policies

The service provider must provide copies of their security and other policies and standards
that support the financial institution’s relevant policies and procedures and in addition support
all relevant statutory and regulatory requirements.

Financial Institution Review

The financial institution should review the service provider’s policies and standards to ensure
they are acceptable, appropriate, and consistent with internal policies and standards.

5.3.4 Service Provider Compliance

5.3.5

The service provider should provide written evidence to ensure that relevant statutory,
regulatory, and contractual requirements are documented and kept up to date for each
information system within their organization that relates to or affects the products or services
being provided under the agreement.

Regulatory Compliance

The service provider should adhere to applicable legal and regulatory requirements, especially
as they pertain to security, privacy, and handling of customer information, including applicable
state laws. This includes requirements that apply in all processing locations. Further, contracts
should require the service provider to comply with laws and regulations, and to assist the
financial institution in doing so. Assistance may include providing the financial institution
with the information necessary to be audited for its privacy statement and policy, as well as
providing information for regulatory reports or I'T examinations. Contracts should require
service providers to periodically review and update controls to comply with current and future
regulatory guidelines. Regulators expect that a financial institution will not share any
nonpublic information of the regulators, such as an examination report or the existence of an
examination, with a service provider except with express approval of the regulators.
Accordingly, if applicable, the contract should provide that no such information will be shared
with a service provider without the regulator’s express prior approval (See Federal Reserve
Board Supervisory Letter SR 07-19.).

5.3.6 Regulatory Resources

e OTS — Thrift Bulletin 82a: Third Party Arrangements

e SEC- 17 CFR Part 248: Privacy of Consumer Financial Information and
Safeguarding Personal Information

e FIDIC - FIL-81-2000: Risk Management of Technology Outsourcing

e FDCI - FIL-9968a: Risk Assessment Tools and Practices for Information
System Security

e GLBA - Title V: Privacy SEC 501(b)
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e FFIEC - Publication: Risk Management of Outsourced Technology Services

5.4  Termination Fees and Strategies

Contracts are terminated for a variety of reasons, both planned and unplanned. Common
termination reasons include contract expiration, change in strategic objectives, or failure to perform.
A strategy upon termination, or an “exit strategy’ helps identify possible risks, defines potential
losses, and ensures continuity of services. With an exit strategy in hand at the outset of a service
provider relationship, the financial institution’s needs are incorporated into the contract, ensuring
minimum business and customer disruption in the event that the relationship is terminated.

Termination clauses should include details on any related termination fees and responsibilities of the
service provider and the financial institution in the event of early termination, whether planned or
unplanned.

5.4.1 Termination terms and conditions need to be clearly defined and should provide flexibility. A
contract should include four forms of termination:

e Normal termination — A specified expiration of contract at the end of the term or non-
renewal (usually with prior notice) at the end of the term.

e Termination for cause — Permits the financial institution to exit from the contract when
identified problems are not resolved in the required time frame, including failure to perform
ot failure to meet SLAs, quality standards or other contract requirements. In failure to
perform, performance measures are critical to assessing the service providet’s record of
performance. Performance measure reports should be provided on an agreed-upon basis
and reviewed against the minimum requirements as described in the SLA. Failure to meet
those requirements may be the basis for negotiated restitution based on the contract.

e Termination for convenience — Permits cancellation at will, though there may be financial
liability on the part of the party terminating the agreement. The contract should specify
termination fees as well as the service provider and financial institution responsibilities in the
event the termination for convenience clause is executed.

e Termination for regulatory/supetvisory requirements - Permits cancellation or modification
of a contract if required by regulators or changes in regulations, guidelines, or law. Examples
include but are not limited to:

0 The OCC 2001-47 requirement that “the contract should include a
provision that enables the bank to terminate the contract, upon reasonable
notice and without penalty, in the event that the OCC formally objects to
the particular third-party arrangement.”

0 USA PATRIOT Act Termination, which requires termination if a service
provider/supplier shows up on the OFAC list. This reason for terminating
a contract was enacted by Congtress to stop the flow of money going to
organizations that are a threat to US security or are involved with money
laundering with known terrorist organizations.
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5.4.2 Ongoing Service Requirements

An exit strategy should set forth the financial institution’s service requirements for the period
during which the parties are transitioning out of the relationship (the “transition” or “wind-
down period”). These requirements may include:

* An obligation by the service provider to continue performing the services at the same level
for the transition period and to continue to comply with all contractual obligations.

* A provision that the service provider give all work product and code to the financial
institution at regular intervals during the transition period.

* Specifications for consulting at a reduced houtly rate, upon request.

* Requirements for the provision of parallel services for a certain period, with the right to
extend the term as necessary to resolve issues before the final cutover.

* An obligation by the service provider to keep the same service provider team performing
services during the transition period.

* Confidentiality on any communications regarding the termination of the relationship.
5.4.3 Data Security and Privacy

Data security and privacy are critical. The exit strategy should consider these issues carefully,

including:

* Providing for the immediate transfer of all data that belongs to the financial institution,
including customer information.

* Determining an acceptable method by which the service provider will destroy and remove
the financial institution’s proprietary information, including information about the system,
operations, and business. The exit strategy should identify how the service provider will
destroy and remove this sensitive information from all media, ensuring it is not disclosed to
other individuals or organizations.

* Recovering and terminating any sublicenses to third-party software and technology, and all
financial institution technology licensed to the service provider.

¢ Taking custody of any tangible property (e.g., PCs, servers, network equipment) provided to
the service provider.

* Determining responsibility for compliance with import/export regulations when making final
transfers of data and technology.

* Documenting any issues related to intellectual property transfers or protection assistance.

5.4.4 Documentation and Knowledge Transfer

Rigorous documentation and knowledge transfer requirements in the contract will pay
dividends when the relationship ends. Be sure to:

* Secure the right to buy the assets, license the software, and assume the subcontracts used by
the service provider to perform the services.

* Require the service provider to give you access to everything your company will need to
maintain service.
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* Clearly delineate which party owns the work performed by the service provider and which
party is responsible for solidifying the transfer of ownership.

* Fully document the service description for any additional services of the service provider
during the transition period (e.g., training your employees or training new service provider
personnel).

* Require the service provider to supply a full inventory, architecture, and configuration of
servers, routers, and other hardware and software involved in service delivery, along with
supporting documentation.

* Require the service provider to supply your company with copies of data, procedures, access
logs, error logs, documentation, and other information that the service provider generates as
a part of providing the services. The service provider should also grant your company the
right to provide this information to potential successor service providers.

5.4.5 Costs

Transition, termination, and timing are a key part of the financial aspects of an exit strategy. Be
sure the contract:

* Will not penalize your institution for an early exit, especially if the termination is due to the
service provider’s failure to perform adequately.

* Specifies when compensation should be paid and how much, including compensation for any
continuing base services and transition activities. For example, payment for transition
services may be made at different milestones of the transition or when the transition has
been completed successfully. In either case, there may be a monetary bonus to the service
provider when the transition services are completed successfully.

* Specifies the return of any pre-paid fees for which services have not been rendered.

¢ Tailors the compensation arrangement for the transition period in such a way to motivate the
service provider to perform.

5.4.6 Personnel
An exit strategy should cover personnel issues, such as:

¢ The institution’s right to hire service provider employees who perform services for you. This
may take the form of a waiver of a contract’s non-solicitation clause in certain circumstances,
such as termination for cause or bankruptcy.

* Ensuring that service provider personnel and key resources with relevant knowledge and
expertise remain on the project and committed during the transition.

* Define the exit-strategy team and its roles, including identifying any situations that should be
rehearsed.

Of course, some issues are unforeseeable, so it is a good idea to include an all-encompassing clause.
For example, “Service provider shall provide such transition assistance as reasonably requested by
Customer.” Being both strict and generous in the exit strategy ensures your service provider is
motivated to perform. As with all components of managing an outsourcing relationship, review your
exit strategy periodically to ensure it meets your needs and the needs of the evolving business
relationship.
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5.5 Insurance Considerations

Insurance coverage should include the following considerations as factors in evidence and
maintenance of proper insurance.

5.5.1 When outsourcing I'T activities, the financial institution should make sure that specific
insurance protections are met according to the financial institution’s requirements. The
contract should define which party is responsible for each type of insurance coverage and the
required amount of coverage. The financial institution should give consideration to the
relationship with the service provider and the service to be provided (e.g., dedicated vs. shared
environment) when reviewing the considerations listed below. Whenever possible, the
financial institution should be named as an additional insured on applicable service provider
policies that address loss, damage, and liability for the outsourced activity, data, and
transactions. Insurance provisions vary from company to company and state to state.

Policies should be compared, and state liabilities and restrictions of liability associated with
insurance matters should be confirmed, to support the agreement reached in the contract.

The service provider should maintain a level of insurance in accordance with all insurance
categories agreed upon, and specifically noted, within the contract. As most insurance policies
are renewed annually, the financial institution should request annual updates for coverages
required in the agreement. The contract should request a Certificate of Insurance. In addition,
the service provider should provide notice to the financial institution of any insurance
changes, including if any insurance that affects the applications, system, or service maintained
by the service provider and provided to the financial institution is modified, canceled or not
renewed, or if the rating of the insurance company providing the insurance changes.

Coverage should be in place whether or not the service provider’s employees are on site at the
financial institution’s premises. In addition, the financial institution should consider how it
will address the review and acceptance of insurance coverages carried by dependent providers,
independent contractors, subconsultants, and subcontractors of the service providers for work
done by or on behalf of the financial institution.

A financial institution’s insurance coverage should also be reviewed and understood to make
sure that a financial institution’s insurance policy is adequate for the types and levels of service
being provided by service providers.

To better understand insurance coverage, it is advisable to list all types of possible losses that
could occur based on the services the service provider has contracted to provide. Itis also
suggested to ask the service provider to address how they would handle insurance for the
possible losses the financial institution could sustain during the course of the
contract/agreement.

5.5.2 The following insurance should be considered in addition to the service provider’s property,
casualty, and fire insurance, based upon the financial institution’s own business coverage and
the potential impact of outsourcing. Not all coverages will be needed in every contract, and
many of the coverages mentioned can be incorporated within one policy.

5.5.2.1 Media Replacement/Reconstruction — Coverage should be considered for protection

in the event that physical media containing the application or data is lost, corrupted, or
damaged in some manner.
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5523

5524

5525

5.5.2.6

5527

5528

5.5.2.9

Extra Expense (reimbursement coverage) — Coverage should be considered for
protection in the event that recovery expenditures in relation to the contract exceed
agreed-upon levels.

Business Interruption — Coverage should be considered for protection in the event that
normal business operations are disrupted due to system or application failure. Service
level requirements for availability should be defined, and financial losses due to
disruption of services should be estimated.

Errors and Omissions (E&O) — Coverage should be considered for protection in the
event that the technology or services provided contain errors or omissions that would
lead to missed deadlines, improper functioning of the system, or other errors that
would affect the success of the defined strategic business objectives. It is also advisable
when E&O coverage is required, that the financial institution request evidence of such
coverage for a period after the termination of the agreement.

Media Transit — Coverage should be considered for protection in the event that loss,
theft, or damage occurs during the physical shipment of media. Resulting losses could
include service disruption, compromise of data integrity, or compromise of privacy
data.

Electronic Transmission — Coverage should be considered for protection in the event
that loss, theft, or damage occurs during the electronic transmission of data. This
includes transmission over internal networks, extranets, dedicated links, or the
Internet.

Computer Crime — Coverage should be considered for protection against losses due to
the malfunction, disablement, or impairment of a service or system, where forensic
evidence demonstrates these losses are due to illegal computer-based activities by third
parties or unauthorized insiders. Such losses indicate victimization by computer crime,
even without the identification and conviction of a perpetrator. Such crimes often
induce or exploit service disruption and involve the compromise of data integrity,
defacement of web pages, or abuse of systems as “zombie” launching pads for attacks
against other sites.

Customer Information Privacy Liability — Coverage should be considered for
protection in the event that the privacy of customer information is compromised in
any way.

Reputational Risk — Coverage should be considered for protection against loss
incurred due to publicity in relation to a computer security attack or other technology-
related interruption of service.

5.5.2.10 Vicarious Liability and Supervision — Provision should be considered for vicarious

liability and for supervision over the service provider.

5.5.2.11 Blanket Fidelity — Consideration should be given to a bond to insure against
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dishonest acts of employees if the service provider’s employees come into contact
with the financial institution’s cash or customer information. In order for the fidelity
bond to insure against the service provider’s employees stealing from the financial
institution, there has to be an endorsement to cover “client’s property” (financial
institution’s property).
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5.5.2.12 General and Umbrella Liability — Consideration should be given to coverage against
third-party liability, contractual accepted liability, or product liability in a situation
that resulted in bodily injury or property damage or personal injury allegedly by a
third party as a result of their involvement on the service provider’s premises or in
relationship to its business. Umbrella liability is in excess of general liability, thereby
providing for higher limits than under general and other insurance coverages.

5.5.2.13 Worker’s Compensation — The financial institution should seek evidence that the
service provider, its affiliates, agents and assigns maintain through the term of the
agreement valid workers compensation coverage in accordance with the laws in the
states in which the service provider, its affiliates, agents, and assigns have operations.

5.5.2.14 Automobile Liability — Coverage should be considered for auto-related situations
when a vehicle or driver is involved in an incident in the performance of job
responsibilities, including driving onto the premises of the financial institution, and it
is alleged that the driver is responsible for bodily injury or property damage.

5.6 Offshore Services

In general, if services are being provided by a service provider from a location outside of the United
States, the laws and regulations of that foreign country will be applicable to such services. It is
critical to understand the foreign laws and regulations that are applicable to the offshore services
arrangement and apply them to the drafting and negotiation of the particular offshore services
contract. Legal counsel by an expert in the laws of the applicable foreign jurisdiction should be
obtained to advise the financial institution regarding legal and regulatory issues related to the
offshore services and service provider, contract provisions necessary to comply with foreign laws
and regulations, and enforceability of the contract.

In addition, consider the following issues specific to offshore services contracts:

5.6.1 Prohibition on Providing Offshore Services Outside of the Authorized Foreign Country: In
order to avoid issues from further foreign offshoring of services, the contract should prohibit
the service provider from providing services from anywhere other than at the specific physical
location outside of the United States where offshore services, or portions of offshore services,
are to be performed. Similarly, the service provider should be prohibited from subcontracting
any portion of the offshore services without the express prior written consent of the financial
institution. Consider requiring the cost of any site visits to the subcontractor’s location
outside the United States that are required by the financial institution to be funded by the
service provider.

5.6.2 Audit Rights: Consider specifying the financial institution’s right to audit the service provider’s
location in the applicable foreign locations, and the obligation of the service provider to
comply with regulator requests for all information related to the offshore services to be made
available promptly upon request and in English. Consider provisions allocating the costs of
such audits, e.g., at service provider expense if the audit is required due to a failure of the
service provider to materially comply with the terms of the service agreement or applicable law
or regulation.

5.6.3 Compliance with Laws and Treaties: Consider adding a representation and warranty that the
service provider personnel will comply with all applicable laws and treaties in connection with
its performance under the services agreement, including without limitation, applicable permits
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and licenses related to export, re-export, or transfer, whether direct or indirect, in any
jurisdiction as may be required in connection with providing the offshore services.

5.6.4 Mandated Changes Pursuant to Laws and Treaties: Consider adding a provision which requires
that, if any provision of law or treaty requires the financial institution to adopt specific
standards with respect to its service providers which relate to the offshore services or the
service provider’s methods of doing business, the service provider will modify the offshore
services, or the service provider’s methods of doing business, as required to enable the
financial institution to comply with such laws or treaties.

5.6.5 Language; Official Version of the Contract: In order to satisfy regulatory audit requirements,
consider adding provisions which require the offshore services provider to agree that the
contract and all documents related to the offshore services be maintained in English. In some
countries, such as China, official versions of the contract are maintained in the language of
both countries. The versions may not match, so to avoid the risk of any ambiguity, the parties
should specify that the English language version of the contract will control.

5.6.6 Governing Law and Venue: Consider adding a provision whereby the service provider waives
the application of the laws of the foreign jurisdiction to any dispute and consents to the laws
and venue of the jurisdiction designated in the contract (as selected by the financial institution
with advice of foreign law legal counsel).

5.6.7 Dispute Resolution: Despite selection of governing law and venue, some foreign courts may
assert jurisdiction in the courts of foreign country. Seek advice from foreign law legal counsel
and consider adding alternative dispute resolution provisions, including arbitration. The
dispute may be resolved more expeditiously via arbitration than via the court system, and may
be more easily enforced in the foreign country.

5.6.8 Foreign Corrupt Practices Act: If the offshore services involve a foreign government official
or employee, political party or official, or candidate, or an enterprise in which there is
significant foreign government ownership or control, consider adding a representation and
warranty that service provider personnel are in compliance with the Foreign Corrupt Practices
Act (“FCPA”). Note that the Department of Justice takes an expansive view of what
constitutes government ownership or control of a legal entity for FCPA purposes. Each
country’s laws and customs may vary as to what constitutes ownership of or control over a
legal entity. Consult with foreign law legal counsel to determine whether the FCPA is
applicable to the specific offshore services and to draft appropriate contract provisions.

5.6.9 Other Issues: Consult with foreign law legal counsel to identify and address other issues
which may apply to the specific offshore services, such as intellectual property rights, data
protection requirements, and employee background checks.
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SECTION 6: PROCEDURES FOR SUPPORTING SPECIFIC CONTROLS,
REQUIREMENTS, AND RESPONSIBILITIES

Outsourcing IT services does not relieve Receiver Company management of responsibility to ensure
the design, management, implementation, and execution of appropriate controls, including security
and recovery of the outsourced processes and procedures. Therefore, it is not appropriate to entrust
these activities solely to the Service Provider. Section 6 provides guidance in the design,
development, and implementation of control processes in an outsourced environment. The controls
may vary based on the specific Service Provider relationship, the service to be outsourced (e.g.,
dedicated versus shared environment) and, risk/business impact assessment results, and they should
be clearly documented in the Setvices Provider’s information-security/recovery strategy. The
specific roles of the Service Provider and the Receiver Company should be defined and included in
the outsourcing agreement. Such documentation is required to ensure the sufficiency of controls in
protecting the privacy, and integrity security and recoverability of the systems and data covered
under the outsourcing agreement. It is important to fully understand the level of risk of the
outsourced application or service when documenting this information to ensure that the cost of the
control processes does not exceed a reasonable risk/reward formula.

Documenting the Controls for Processes

6.1 Access Control — Document the control procedures to help ensure that only personnel
associated with authorized use and/or support of the system have access to the operating
system, application, and databases to be used in the services provided, during both normal
and recovery operations. Controls should apply to both Service Provider and Receiver
Company, should specify which uses of the system are authorized and which are prohibited
(e.g., unacceptable hardware and software installations), should establish an access request
process and an access review process, and should be consistent with control processes in the
Receiver Company’s own information security program, as follows:

0.1.1  The access request process should include:
e access levels for users of the system or services;

e access level control schema defining the protection requirements of each
information service, system, subsystem, and resource;

e access levels for development and support of system or services including specific
access controls where appropriate;

e method of access and authorization process for maintenance access;

e access request process flow;

e access levels for recovery/resumption;

e physical access during recovery scenarios;

e format of the mechanism to be used to request the addition of an access ID;

e approval authority for access ID requests (approval may be required from the
Receiver Company and/or the Setrvice Provider);

o responsibility (Receiver Company or Service Provider) for implementation and
maintenance of access IDs; and
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e validation of the “authorized signature”.

0.1.2  The access review validation should describe:
e responsibility for creation and maintenance of the access authorization list;
o responsibility for review and approval of the access authorization list;
e frequency review of the access authorization list;

e control processes to ensure timely change or deletion of access upon employee
transfer and/or termination;

e record-keeping requirements for access requests, including retention of access
request forms for IDs, as well as transaction and data access requests; and

e aprocess for performing timely validation of access request changes through
review of changes made in comparison to changes requested.

Note: All review validation points should be considered for both normal daily
operations as well as during recovery/resumption efforts.

6.1.3  User Access Logging. Outsourced systems should provide some form of user access
logging that records files accessed, parameter changes, transactions processed, user 1D,
time, and date. Logs should be maintained in a secure library and kept for a reasonable
period of time. The Service Provider agreement should indicate how these logs are
stored and who has access to them.

6.2 Technology Detection Control — Document technology control procedures for daily
operations and recovery/resumption efforts. The procedures are necessary to prevent and
detect unauthorized use or alteration during data creation, transfer, and storage. The following
are examples of key procedures which should be considered:

e encryption requirements for both data transfer and storage;
e use of hash totals or other automated application-level control;

e requirements for initial and ongoing verification that data stored on Service Provider
equipment is appropriately segregated from data of other companies;

e activities to be logged, considering performance impact;

e audit trail preservation and protection from tampering;

e reports necessary for violation monitoring;

e responsibility for monitoring reports;

e retention requirements for audit trail files, reports, and follow-up activity; and

e the overall process for violation monitoring, follow-up, and record keeping,.

6.3 Exception Reporting — Document exception report handling and follow-up procedures to
include daily operations and recovery/resumption efforts for incidents and/or suspicious
activities, such as the following:

e exception-reporting requirements such as changes in average file size, transaction amounts,
and the number of transactions;
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notification requirements for exceptions or incidents (whom to notify, how to notify, at
what point notification should occur);

frequency of reports;
formulated response scenarios for defined exceptions and/or incidents;

composition of incident response teams, including Receiver Company and Service
Provider representatives;

post-mortem documentation requirements;
responsibility for validation that the exception or incident has been corrected; and

responsibility for filing of suspicious-activity reports to regulators.

6.4 Technology Control Procedures — Define technology control procedures for daily
operations and recovery/resumption efforts necessary to ensure adequate network control,
incident identification, and incident response, including the following:

tools required to protect systems from attacks both internally and externally (firewalls,
physical segregation from unrelated internal AN, intrusion detection systems, etc.);

requirements for regular, independent vulnerability testing against the network;
responsibility for identification of vulnerabilities and application of “fixes”; and

requirements for real-time monitoring, such as intrusion detection; and response scenatios
for network incidents.

Documenting the Controls for Systems

6.5 Network Control Procedures — Define technology control procedures necessary to maintain
confidentiality along the end-to-end transaction path, both for daily operations and
recovery/resumption efforts such as the following:

identification and ongoing inventory maintenance of all systems, servers, and network path
components that will house or process confidential or sensitive data;

encryption requirements of data stored and moved along the network including the link
between the Receiver Company and the Service Provider and any other business partners;

encryption and data-protection requirements for data stored on various devices, backup
tapes, and other media;

identification and authentication requirements for login process; and

access control and authentication requirements (e.g., password length, password

expiration, number of invalid login attempts allowed, password strength, and additional
authentication requirements such as certificates).

6.6 Physical Access Control — Define or validate control procedures necessary for daily
operations and recovery/resumption efforts to restrict physical access to sensitive devices to
be implemented at Service Provider locations, for example:

identification and authentication of individuals at the Service Provider who have access to
the physical resources;

definition of processes for requesting and approving physical access;

definition of security and maintenance requirements for transaction and user access logs;
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e definition of physical control requirements (lock and key, cameras, electronic access badge,
biometric controls, etc.);

e determination of whether the physical resources are dedicated to the Receiver Company or
shared by multiple receiver companies;

e determination of how resources are physically and securely segregated from the Service
Provider resources or other Receiver Company resources; and

e definition of control requirements for remote administration capabilities of physical
resources.

6.7 Disaster Recovery/Business Continuity Requirements

6.7.1

6.7.2

6.7.3

6.7.4

6.7.5

6.7.6

6.7.7
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Risk Analysis: Verify that mitigation efforts are maintained for the risks identified in
the risk analysis reports.

Recovery Objectives: Verify that risk analysis information (BIA reports, RTO/RPO
listings) is used to update disaster recovery and business continuity plans.

Plans: Verify that controls are in place for the storage and handling plans, including
records management and offsite storage.

Tests: Validate security procedures are in place for handling receiver company data
and telecommunications during test exercises.

Event Management: Validate disaster declaration authority and notification lists.
Governance:

e Validate control procedures for maintaining system integrity and recovery.

e Validate control procedures for data retention.

e Validate control procedures for data backup and offsite storage.

Insurance: Verify that insurance coverage is maintained as systems, services,
locations and other aspects of the business change.
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SECTION 7: IMPLEMENTATION AND CONVERSION PLAN

Section 7 highlights transition-planning issues in the period between the execution of an outsourcing
agreement and the full production use of the outsourced services. This interim phase can be referred
to as the implementation phase. In the case of a new product, there may be no conversion, but for
moving an existing application, system or service to a Service Provider, conversion is often the
primary activity in the implementation.

The implementation phase can be the most challenging and highest-risk period in the lifecycle of an
outsourcing relationship. An implementation that is not well planned and managed may result in
overall failure, customer inconvenience and dissatisfaction, a strained relationship or unexpected
operational support costs. The risks of an unsuccessful implementation are best mitigated by
definition and execution of a detailed, agreed-upon implementation project plan involving resources
of both Receiver Company and Service Provider, a performance level plan which will define
milestone dates and resources required to fully implement the application, system or service, and a
transition plan in the event that the contract is not fully implemented. Each party should have a
designated representative or “project executive” with overall responsibility for that party’s activities
during the implementation. The implementation project plan should document milestones and
deliverables, as well as a clear assignment of responsibilities. The implementation project plan may
include an estimate or a cap on the cost for the services of the Service Provider to the Receiver
Company during the implementation period.

Implementation requirements may vary depending on the degree of difficulty of implementation, the
level of risk in the outsourced application, system or service, the degree of customer interface, and
the impact on existing products or services.

7.1 Pre-Implementation
Before implementation begins, the Service Provider and Receiver Company should:

e document and validate roles, responsibilities, and persons assigned to the Receiver
Company, Service Provider and any dependent or third parties involved;

e create an interface development plan, including scope and definitions;

e develop a technical infrastructure design, procurement, and implementation plan;
e define application system modifications;

e identify and define vendor or third parties’ roles;

e develop and test the rollout strategy and create a timeline;

e inform relevant organizations of the timeline and milestones;

« identify parties responsible for operational functions associated with implementation, and
confirm that the Service Provider can perform the operational functions associated with
implementation;

e confirm that responsible parties will be able to supply the support needed during the pre-
implementation and post-implementation phases and be sure the Service Provider has and
understands hardcopy and electronic records (customer files, work in progress, contract files,
etc.) for future research purposes;

¢ have signed acceptance from both parties on documentation (both paper and electronic) for
all phases of the project;
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define metrics, such as a dashboard, scorecard or financial metrics, for measuring
performance during implantation and its success;

verify or audit assets being transferred to Service Provider (e.g., software, hardware, copiers,
PCs, etc.) and signed records for tracking (may also include documentation, records and
proprietary information);

identify critical issues and a mock or pilot plan to resolve them prior to “live”
implementation;

review capacity planning, including evaluation of tolerance limits on processing, storage,
network transport, etc. and operational/staffing capacity;

develop a communication strategy and plan for notifying associated vendors, subcontractors
and third parties to confirm requirements, contracts, terminations, etc; and

agree to a cap on implementation cost for the Service Provider’s services to the Receiver
Company; and

develop appropriate contingency plan(s) and an exit strategy in the event the Service
Provider fails to implement and/or provide setvice.

7.2 Implementation Phase

7.2.1 Depending on the components of the pre-implementation phase, the implementation phase
may include activities such as:

planning and resource allocation. Resources should be identified prior to any
implementation for software or hardware projects;

technical infrastructure procurement and installation;
application system modifications;
interface development;

conversion of data (e.g., customer, account, transaction) from a previous application
system or Service Provider;

documentation creation (see Section 6, above);
training; and

user acceptance testing.

7.2.2 Elements of the implementation, which are important from a risk management perspective,
include:

verification of control procedures;

verification of security infrastructure and controls;
verification of functionality through user acceptance testing;
verification of the accuracy of customer data being converted,;
verification of the accuracy of systems interfaces;

verification of the backup and recovery procedures;
verification of adequate training of user personnel;

verification of the implementation of all contracted terms;
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verification of any software development activity (customization, enhancements) related to
the implementation; and

requirements definition (an updated version of the requirements listed in the RFP and in
the due diligence process), management, and change control. This should be monitored in
the control plan, but this should be done prior to implementation.

7.3 Disaster Recovery/Business Continuity Requirements

7.3.1

7.3.2

7.3.3

7.3.3

Risk Analysis

The Receiver Company should expect to maintain its existing disaster recovery and business

continuity plans and resources until after verification that the Service Provider is fully

operational. The risk analysis should include:

e verification of backup and recovery procedures;

e development of an appropriate contingency plan and exit strategy in the event the
Service Provider fails to implement;

e verification of an appropriate emergency communications plan;

e verification of control procedures;

e verification of contingency plan and exit procedures for conversions; and

e verification of proper planning and testing of all implementations or conversions prior
to implementation date.

Plans
The Receiver Company should verify that the Service Provider is documenting appropriate
disaster recovery and business continuity plans.

Testing

The Setvice Provider/The Receiver Company/both patties should:

e conduct recovery testing prior to or soon after production conversion, sufficient to
verify that recovery objectives can be met;

e conduct a post-mortem review and document lessons learned from every test; and

e ensute business continuity/disaster recovery plans are updated following each test
exercise.

Event Management

Following any major event, the Receiver Company and Service Provider should conduct a
post-mortem review. During the review, open issues should be identified and responsibility
assigned for resolving those issues. High-level communications or post-implementation
controls, processes and management responsibilities should be documented.

7.4 Post-Implementation Review

Completion of the implementation should conclude with a post-implementation review between the
Receiver Company and the Service Provider. This review should incorporate an overall evaluation of
the implementation process and documentation of any significant exceptions to the implementation
plan and objectives. Open issues should be identified, including assignment of responsibility for
resolution, with high-level communications or post-implementation controls, processes and
management responsibilities documented with the Receiver Company and Service Provider. This
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should include an acceptance-test scenario with Receiver Company and Service Provider signoff
prior to completion of project.
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SECTION 8: RELATIONSHIP MANAGEMENT AND CHANGES
IN THE OUTSOURCED ENVIRONMENT

While the term “relationship management” implies that the management process will commence
when the contract and SLA have been signed, successful vendor-management practices should be
incorporated at every stage of the selection process. Effective management requires defining
governance structures at both the Receiver Company and Service Provider organizations. A formal
program should be established to ensure there is a consistent approach throughout the organization
through the implementation of corporate policies, procedures, tools and training.

As has been outlined throughout this document, practices and processes employed by each financial
institution should be commensurate with the risk associated with the outsourced system, service, or
application.

8.1 Vendor Management
Management of vendor relationships is required at the initiation of the relationship and on an
ongoing basis. The need for managing these relationships is driven by business requirements
and expectations expressed by the regulators of financial institutions. Regulatory guidance
stresses the importance of a risk management function for Service Provider relationships that
includes processes for due diligence, contract negotiation and performance monitoring,.
Businesses need to ensure they continue to evaluate the impact corporate strategy will have on
the use and management of third-party providers.

This section provides an outline for the considerations an institution should review when
developing a vendor management process.

8.1.1 DPolicy
The purpose of a vendor management policy statement is to define organizational and
regulatory expectations and requirements for establishing and maintaining the Receiver
Company’s outsourcing relationships. The policy, or series of policies, should define the
Service Providers covered by the policy as well as any functions or services that cannot be
outsourced by the Receiver Company. In order to be effective, policies should be
enforceable and accountability for carrying out, overseeing, maintaining and enforcing the
directive should be assigned.

The policy should be supported by procedures that identify requirements for establishing a
business case, defining risk, conducting risk assessments and feasibility studies, performing
vendor selection and due diligence, assigning organizational responsibilities (e.g., approval
and additional signoff requirements), contract development and management, and ongoing
oversight of the outsourced activity. Procedures should identify who, what, when, why and
how the processes or activities should be accomplished. Furthermore, policy and procedures
should identify the impact the risk assessment process should have on the selection,
contractual and management processes.

As with other corporate policies, the Receiver Company should communicate the policy and
procedures throughout the organization and implement controls in order to ensure
adherence.
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8.1.2

Program Structure

Those responsible for oversight and management of the outsourcing arrangements and
vendor relationship should be identified as early in the process as possible, and should be
part of the selection process.

The Receiver Company should ensure that proper resources are assigned to oversee the
outsourced service with key departments represented (see Section 1.2) and with
responsibility for oversight clearly defined between business units. The Receiver Company
should determine if there is a need to establish a steering committee that would meet
regularly to review any open issues and report to senior management at both the Receiver
Company and Service Provider.

Both centralized and decentralized models for managing vendor relationships can be
effective. In fact, some organizations have developed hybrid models in which some
functions are centralized and others are decentralized. Regardless of the model, those
programs that are successful:

e identify accountability and process throughout the Receiver Company;
e train all involved on the holistic view as well as their individual roles and responsibilities;
e identify a senior management sponsor and associated responsibilities;

e communicate the process throughout the Receiver Company (line of business,
information technology, information security, compliance, audit, etc.);

e develop tools that allow the organization to track relevant information, such as financial
analysis, contracts, annual review process, SLAs, trigger events such as contract renewal
and termination dates, and enterprise-wide annual spending;

e define responsibility for enterprise Service Provider relationships;

e define the process for communicating the risks of mission-critical outsourced
arrangements to senior management and the board of directors; and

e determine whether or not the success of the program will be qualitatively or
quantitatively measured by such factors as:

e cost savings;

e better risk management;

¢ Dbetter relationship management;

e increased capacity for I'T projects; and

e increased corporate influence (legal, I'T, compliance, procurement).

8.1.3 Contract File Structure

The Receiver Company should establish a process for properly maintaining contract files.
(Contract files may be electronic or paper, or a combination.) The repository may be a
contract file or other form of centralized repository. The files should be made available to
other governance groups (e.g., line of business, risk management or privacy office) for use in
their review processes.
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8.1.4

The Receiver Company should consider including the following in the Service Provider files:

completed due diligence checklist;
e current financial statement and historical financial review of the Service Provider;

e third-party, Service Provider or Receiver Company audit or assessment reports (e.g., SAS
70 report from an independent auditor, WebTrust, SysTrust and other external reports);

e copy of current contract and any amendments;

e performance review documentation, such as SLAs;

e business continuity plans, test results, and audits (if available);
e information security assessment;

e documentation of Service Provider business reviews, to include minutes, scorecards and
documentation of follow-up items, accountability, resolutions and escalation
requirements;

e current privacy review (if required);

e risk classification for review purposes and copy of Service Provider risk assessment
reports;

e contact information for both the Receiver Company and Service Provider; and

e reports to any Receiver Company oversight committee or board of directors.

Contract-Management Process

The contract-management process should include functionality to notify management of the
following events:

e scheduled risk assessments;

e scheduled performance reviews;
e scheduled financial reviews;

e contract reviews;

e contracts due for renewal; and

e contracts about to expire.

Additional contract-management services include archiving contract files and maintaining an
audit trail for contract activity.

8.2 Ongoing Vendor Management

8.2.1

The Service Provider relationship should continue to be monitored and managed to ensure
requirements are being met and service and performance issues are identified and addressed.
Periodic formal management reviews should be conducted to review processes and controls.

Oversight Planning

The oversight planning process should begin before a new Service Provider contract is
executed. Oversight planning includes all activities involved in identifying, defining and
negotiating the levels of service expected in a vendor relationship prior to signing a contract
or agreement. Oversight planning also encompasses the activities involved in monitoring,
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measuring and reporting the level of service delivered by the Service Provider once a
contract is in effect.

Key contract requirements and Receiver Company expectations should be reviewed with the
Service Provider account representative. Consideration should be given to the following
requirements:

e Review of SLAs and reporting expectations

e Review of change control requirements, including:

changes in the transmission of data and policy requirements for risk management;

advance notification procedures for production equipment/software/hardware
changes/changes to the business;

delivery performance specifications;
acceptance testing procedures for new changes to production environment;
right of involvement in acceptance testing that affects the production environment;

certification of completed acceptance testing prior to re-implementation of changes
to production environment;

training, capacity management, and delivery performance specifications provided by
Service Provider (depending on the extent of changes); and

updated recovery plan reviews.

e Review of notification requirements, including:

security breaches, including requirements for monitoring and notification;
customer complaints;

pending press releases on any subject that might affect the Receiver Company;
tinancial difficulty that may affect service;

material change in tactical or strategic decisions regarding the purchase and support
of hardware or software related to processing performed on behalf of the Receiver
Company;

significant staffing reductions or changes in key staff that may affect the Service
Provider’s ability to provide the agreed-upon support and service;

changes in staff licensing, gain or loss of regulatory certification, and participation in
or withdrawal from alliances or other business-partner arrangements; and

a decision by the Service Provider to outsource, sell, or acquire significant operations
or support associated with the applications, data, network, or other critical
component of the environment used to provide services to the Receiver Company.

8.2.2  Ongoing Performance Monitoring and Operational Oversight

The ongoing, day-to-day oversight of a Service Provider should consider the following:

e review and verification of SLLA reports to ensure the Service Provider is meeting
established SLLAs;

e review and verification of Service Provider notifications concerning the Service
Providet’s organization and/or operational effects on the Receiver Company;
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8.2.3

8.2.4

e involvement and/or communication with Service Provider user groups; and

e review of press releases, financial statements and other information concerning the
Service Provider’s operations.

Other reviews might be conducted on an ongoing basis if warranted by the risk and
materiality of the relationship.

Event-Triggered Relationship Reviews

Significant events at the Service Provider or Receiver Company may affect the outsourcing
relationship. Significant events can include business changes, such as acquisitions,
organizational shifts, volume growth or contractions, regulatory changes, or technology
changes, such as application and operating system upgrades, hardware changes and network
and other changes in the technology environment.

Contract termination is a key trigger event. The contract-management system or process
should trigger a notification within a predetermined number of days (120 days, 90 days, 60
days, etc.,) prior to contract termination. At that time, it is appropriate to begin a
comprehensive due diligence review of the Service Provider relationship, including a
thorough review of contract terms and a full assessment of the items identified in Section
8.2.4. It may also be appropriate to review alternative vendors or options for moving the
service in house. (Section 8.2.5 provides additional information concerning exit strategies.)

Section 5 provides a comprehensive review of the language that should be negotiated into a
Service Provider contract. If current standards are not incorporated in the existing Service
Provider contract, the renewal period provides an opportunity to update it. Key areas for
review include:

e improvements in negotiated SLAs;

e appropriate remedies for non-performance;

e appropriate notifications and change control requirements, as outlined in section 8.2.1;
e appropriate insurance requirements;

e appropriate termination language; and

e any changes in legal or regulatory requirements.

Scheduled Reviews and Assessments

Reviews should be conducted regularly. The frequency may depend on contractual, legal and

regulatory requirements as well as the overall Service Provider risk profile—including

consideration of any financial, operational, or performance issues. Scheduling reviews at

least once a year is generally appropriate. Formal reviews should encompass the following as

appropriate:

e A high-level overall relationship assessment (including services received, costs/benefits
versus expectations, and other factors) to ensure initial expectations are being met and to
validate that the relationship continues to make good business sense.
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e Service Provider’s business-continuity plans and information-security programs to ensure
the plans meet current business-recovery requirements and are adequately maintained
and tested. (Test results should be reviewed.)

e A current, third-party SAS-70 report from an independent auditor or other audit or
assessment report should be reviewed to determine if required control areas have been
included in the scope of the report.

e If the Service Provider is reviewed under the FFIEC’s Technology Service Provider
examination program, review recent Report of Examination’s Open Section, which is
available to serviced financial institutions.

e Service Provider’s financial condition

e Service Provider performance and quality, to include compliance with SLLAs and other
business and contractual requirements.

e Walk-through of key business processes with the Service Provider, ensuring compliance
with business and contractual requirements—particularly those that are driven by legal or
regulatory requirements.

e Service Provider’s change-control processes, ensuring the Service Provider has processes
in place to identify and assess new control exposures resulting from a change.

e Service Provider’s training programs, quality initiatives, etc., as deemed appropriate.

e Service Provider’s policies and procedures documents to ensure no significant changes
have been made and that they still meet contractual and business requirements. It may
also be appropriate to verify that policies and procedures are being followed by
reviewing file documentation. (Documentation review confirms that appropriate
supporting documentation, such as requests with authorized approvals, exist for any
requests/changes.)

e Service Provider’s third-party’s relationship with dependent service providers.

e Current contact information, including key personnel assignments, emergency contacts
and escalation points.

The scheduled review period is also an appropriate time to review key contract terms to
ensure they continue to meet business requirements and current contract standards. Section
8.2.3 outlines a number of key terms that should be reviewed as part of the contract-renewal
process. Inclusion of appropriate SLLAs and termination language with defined termination
support requirements are important considerations.

A corrective action plan should be developed for any Service Provider performance issues,
with appropriate monitoring and follow-through. Significant issues should be escalated, as
appropriate, to senior management. Depending upon the risk associated with the Service
Provider relationship, it may be appropriate to consider exit strategies.

Receiver Companies may also wish to develop a scorecard process, providing a formal
evaluation or rating of key performance and service indicators and/or requirements, to
include SLA petrformance, other quality metrics, business continuity/disaster recovery
planning, security assessments, etc.
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8.2.5 Escalation and Exit Strategies

Receiver Companies should consider requirements for developing exit strategies and
implementation plans. Such plans might be implemented due to vendor performance issues
or a management decision to move to an alternative Service Provider, or to move the service
in house.

Depending on the risk associated with the outsourced application, system or service or the
Service Provider’s financial viability, business strategy, or performance, the Receiver
Company may determine that it is appropriate to require an annual review of alternative
vendors. The assessment should include:

o identifying trigger events, or circumstances in which the exit strategy would be
implemented;

e identifying all or significant elements of cost and time involved in transitioning the
business, including required testing and any possible impact on other existing projects
should resources and funds need to be reallocated to exit the relationship;

e assessing risks associated with implementation of the exit strategy, including its effect on
customers; and

e exploring transition strategies, including roles and responsibilities and the effect on
customers.

Look to recent RFPs, vendors currently used by the Receiver Company, consultancies and
industry trade magazines for guidance in finding another Service Provider.

The business continuity plan should be updated to include manual workarounds should
termination of service be required.

When Service Providers fail to meet SLLAs, expectations or requirements, or when other
serious issues arise—such as Service Provider financial viability, security breaches, and
recurring service issues that are not addressed—the Receiver Company should ensure that
appropriate management escalation takes place. An escalation process should be in place for
mission-critical Service Providers with a heightened level of risk due to financial condition or
deterioration of performance.

8.3 Disaster Recovery/Business Continuity Requirements
8.3.1 Risk Analysis

¢ Determine how the risk matrix for the application, system or service is maintained and
updated for each Service Provider.

e Review the risk analysis and Service Providet’s business continuity/disaster recovery
program annually.

¢ Review the Service Provider’s change-management processes and controls annually

8.3.2 Recovery Objectives
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8.3.3

8.3.4

8.3.5

8.3.6

8.3.7

e Verify that established recovery service levels are being met and exceptions are being
documented, with actions taken accordingly.

e Verify that the Service Provider’s recovery time capability meets or exceeds the
established recovery.

¢ Review recovery service levels annually, including business requirements and technology
changes and enhancements time objective.

Plans
Verify that business continuity/disaster recovery plans are maintained annually and/or
updated following major system enhancements.

Testing

Verify through participation or direct observation that business continuity/disaster recovery
plans are being tested annually and/or according to the expectations set forth in the
contract.

Event Management

e Verify key emergency contacts to use in the event of escalation of critical issues.

¢ Conduct a post-mortem following any activation of the Service Providet’s recovery plan
and identify and address any issues that affect the ability to deliver the recovery
objectives.

Governance

e Verify that the Service Provider has a process in place to identify and assess new control
exposures resulting from a change.

e Verify the Service Provider’s technology recovery test objectives and conclusions.
e Review change-control records.

e Review third-patty audits of business continuity/disaster recovery plans and testing
results.

Insurance
The Receiver Company should ensure that insurance requirements are being met and
required certificates of insurance are received in a timely manner.
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SECTION 9: CONSIDERATIONS FOR CROSS-BORDER OUTSOURCING

The use of cross-border outsourcing as a tool for increasing productivity and providing enhanced
services to customers of financial institutions has been growing in recent years. Increasingly,
companies need guidance on the issues they should consider when contemplating a cross-border
relationship.

While most of the considerations required in approaching and managing cross-border relationships
are covered in Sections 1 through 8, several areas require further consideration. Section 9 provides
recommendations for those areas that should be addressed as part of a financial institution’s
evaluation, implementation, and ongoing relationship management when embarking on an offshore
relationship.

Consistent with prior sections of this Framework, these recommendations should be applied
selectively, based on the financial institution’s risk-assessment results and the type of system,
application or service being outsourced.

Cross-Border Outsourcing Defined

A financial services firm can enter into a cross-border relationship in one of two ways. The company
may establish its own offshore operations (either solely owned or through joint ventures/
partnerships), or it may contract with a Service Provider that conducts all or a part of its work
outside of the US.

Today, as with domestic outsourcers, companies are using cross-border Service Providers for a wide

range of services. The level of risk associated with cross-border outsourcing should be measured by

the same institutional definitions of risk as that of domestic Service Provider relationships

(intellectual property considerations, access to customer information, mission criticality, etc.), with

some nuances based upon the relevance of the following factors:

e more pronounced corporate and culture differences;

e potential language barriers;

e extreme time-zone differences;

e geographic distance;

e compliance requirements to ensure continued adherence with US laws and regulations;

e legal jurisdiction and governing law for the contract (e.g., identifying the most appropriate
structure for a transaction, recognizing the significant differences in local laws and regulation);

e consideration of political and economic instability;

e infrastructure issues (e.g., telecommunications, utilities);

e availability of disaster recovery/business continuity resources and options;

e knowledge transfer;

e impact on performance risk (e.g., potential difficulty maintaining different business operations
and systems in different countries);

o challenges of quantifying total costs; and

e reputational risks.

The following guidelines are intended to assist financial institutions as they develop strategies to
mitigate these risks. These considerations are applicable to both application-development and
business-process outsourcing,.
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9.1 Cross-Border Outsourcing Strategy

9.1.1

9.1.2

Policy

Before developing a cross-border strategy, the Receiver Company should review corporate
policies to determine whether existing policies prohibit cross-border outsourcing, or if new
policies should be developed to effectively identify, communicate and manage risk. The
policy, or series of policies, should provide a definition for Service Providers covered by the
policy and reflect the considerations outlined in Section 9.1. In order to be effective, policies
should be established that are enforceable, and accountability for carrying out, overseeing,
maintaining and enforcing the directive should be assigned.

Strategy Team and Sponsorship

The Receiver Company should obtain senior management support for a cross-border
strategy. Depending on the level of outsourcing being considered, a chief sourcing officer
could be appointed to manage the strategy, as well as the selection, implementation and
relationship-management process. As is the case with domestic outsourcing, roles and
responsibilities for the cross-border outsourcing strategy and relationship management
should be defined at the institution regardless of the structure of the organization. Strategy
formalization should include establishing a risk advisory council with appropriate
representation from operations risk, legal, human resources, corporate real estate, corporate
communications, international, corporate information security, and other business areas.

In addition to the guidelines in Section 1.2, the cross-border outsourcing evaluation team
may include:

e Attorneys knowledgeable about the unique provisions required for cross-border
outsourcing transactions (may be part of the in-house legal team). Such unique
provisions include corporate tax, regulatory compliance, software import/exportt,
governing law, employment considerations, immigration, and other considerations.
Companies may also consider using outside counsel with geographic reach in the
countries where the outsourcing service provider is headquartered or where the services
will be provided. Attorneys should be involved as eatly as possible in the transaction,
preferably at the RFP stage, to understand the level and scope of the arrangement in
drafting an appropriate contract, to prevent delay and to ensure both business and legal
terms are considered.

e Individuals at the financial institution who are knowledgeable about country-risk issues
(e.g., those in correspondent banking may have lines of credit in place based on country
risk).

e Security, risk-management and audit personnel knowledgeable about the Receiver
Company’s policies and processes, as well as cross-border implications.

e Those knowledgeable about accounting practices in the country where the Service
Provider is located (e.g., Service Provider may have different rules for expensing versus
amortizing, etc.).

e Those with dedicated cross-cultural integration expertise.

¢ Independent consultants experienced in cross-border outsourcing.
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9.1.3

9.1.3

9.14

e Individuals with technical expertise who understand communication options with the
Service Providet.

Strategic Considerations:
e Consider how the cross-border relationship would reflect the overall corporate strategy.

e Consider the types of projects to be outsourced—short term versus long term,
application development, production support or business-process outsourcing, systems
or applications that process customer information. Each will carry a different degree and

type of risk.
e Possible development of growth strategy:

— Management-set goals (e.g., percentage of development budget sourced from cross-
border resources)

— Bottom-up or organic growth (e.g., line of business to determine use of cross-border
resources)

e The strategy should also evaluate the different types of cross-border resources that may
be used:

— Near-shore or offshore locations
— Cross-border vendors with a US presence
— Vendors with more than one cross-border location

— US vendors using overseas resources or locations and offering a global delivery
package
e Sole or multiple (redundant) supplier strategy.

¢ Reputation considerations.

Communications Considerations

When developing the initial strategy, consider the future need to, at a high level,
communicate internally and externally the company’s business needs. Define and
communicate the potential effects on the organization, such as layoffs, increased revenue,
and retooling of resources. A communication strategy should identify and proactively
address impact to employee morale at the enterprise and project levels, as well as national
and local market reaction to the cross-border activity.

Cost Analysis

In addition to the elements outlined in Appendix I, total cost of ownership considerations
should include costs incurred in a cross-border outsourcing arrangement. These include, but
are not limited to the following:

e audits (internal and external);
e tax implications;

e currency risk;

e increased travel;

e telecommunications;

e redundancy;
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e ongoing due diligence;
e infrastructure and technology requirements;
e transition costs; and

. program management.

9.2 Legal and Structural Considerations
A cross-border outsourcing arrangement may be affected by structural, legal and regulatory
requirements, enforceability of choice of law, and other factors.

9.2.1  Structural Considerations

A cross-border outsourcing arrangement should be structured to address the needs of both
parties, taking into account the impact of local laws and regulations on the arrangement.
Possible structures to consider include:

¢ Directly contracting with a Service Provider in its non-US location.

e Directly contracting with domestic affiliate of a non-US Service Provider. If a non-US
Service Provider does not have sufficient assets to back up performance of its obligations,
consider entering into an agreement with the parent company or obtaining a parent-
company guarantee.

e Setting up a legal entity outside of the US to contract directly with the Service Provider.

e Setting up a joint venture with the Service Provider. This can provide more control and
share in profits and equity, but can cause problems in the event a party seeks to exit the
relationship.

e Acquiring the non-US Service Provider outright.

9.2.2  Legal Considerations:
In order to evaluate legal considerations for a cross-border outsourcing arrangement, the
Receiver Company should consider engaging either outside counsel with offices in the local
country or local counsel experienced in cross-border outsourcing to provide input on the
structure of the arrangement and the impact of local legal requirements, as well as to review
contracts and ensure enforceability. A person familiar with local accounting practices should
also be consulted.

In addition, the Receiver Company should determine whether or not it already has a
presence in the country being considered—either with a physical location or via
correspondent banking. If there is a presence, consider whether establishing the outsourced
business in any way changes the charter of that presence. If there is not a presence, consider
what activities or actions would create a presence in the country and the impact on the
Receiver Company.

A review of US, local and international laws and regulations will help to outline due
diligence, contract and relationship-management requirements. Particular attention should be

paid to:
e Tax laws.

e US regulatory and legal requirements, including, but not limited to, national sanctions and
embargo programs, GLBA, FFIEC, Basel and OCC 2001-47 and 2002-16, and OTS 82
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requirements. The due-diligence process should also consider the parties’ responsibilities
if there are regulatory changes in the US or the relevant country that may impact
performance of the agreement.

e Privacy, data-protection and security breach laws.

e Mandatory local laws, for example, laws concerning transfer of assets and data-protection
and privacy laws, as well as limitation of liability issues.

e US and local technology import/export, asset transfer and depreciation differences.

e Limitation on liability laws.

e International and local telecommunications rules and regulations.

o Intellectual property rights. (These rights are territorial in nature; to protect these rights in
the local territories, local laws should be considered.)

e Federal laws, e.g., what would happen if its FBI equivalent stepped in and seized its
operations?

¢ Reporting requirements, e.g., is there a local equivalent to the SAR?

o Employment/hiring/firing laws, such as Europe’s Acquired Rights Directive and the
impact of transferring employees to the Service Provider.

e Labor requirements, e.g., is there an OSHA equivalent?

e Immigration laws.

e Insurance availability and limitations.

o Currency restrictions, e.g., what currency can be used for payables and receivables?

o Internet liability policies and Internet use regulations.

e Legal validity of electronic communications and signatures.

e it strategies and local laws on termination, transfer of employees and assets back to the
Recetver Company.

9.2.3 Contract Issues:
An outsourcing contract should be flexible to reflect the developing relationship between the
parties. It should be drafted to match the internal structures and processes of the parties
rather than rely on the Service Provider’s standard contracts. When asking for protections, it
is advisable to only ask for those protections that the Receiver Company may realistically
need. (Protections are likely to come at a price, so consider if the increased costs outweigh
the benefits.)

Ensure contracts are not prescriptive and include changing mechanisms to manage
variations in volumes of business and service, and provide an effective mechanism to cover
the cost of change. Consider the consequences of possible regulatory changes, different
approval procedures for different types of change, and the impact and consequences of a
change in control or ownership at the Service Provider (e.g., changes that could occur
through buyout or acquisition).

Contracts between the Receiver Company and a non-US-based Service Provider should:
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9.24

e Take into account business requirements and key factors identified during the Receiver
Company’s risk-assessment and due-diligence processes. In particular, there should be
provisions protecting the privacy and confidentiality of consumers’ records.

¢ Include a provision indicating that the Service Provider agrees that the services it
performs for the Receiver Company are subject to US regulatory requirements and
examination.

e Provide procedures to ensure that English-language copies are maintained of all contracts,
results of due-diligence efforts, regular risk-management oversight, performance and audit
reports, and relationship with the Service Provider.

¢ Include choice-of-law and jurisdictional covenants that provide for resolution of all
disputes between the parties under the laws of a specific jurisdiction. (Note, however, that
certain local laws are mandatory and will apply to the contract regardless of the choice of
law clause in the contract, such as data-protection laws and limitation of liability laws.)
Local or outside counsel with offices in the country should review this as part of the due-
diligence or RFP process.

e The Service Provider should be prohibited from disclosing or using financial institution
data other than to carry out the contracted services; this information should remain the
property of the financial institution. Any disclosures of nonpublic customer information
should be conducted in accordance with applicable privacy regulations. Security measures
should also be in place to safeguard customer information.

e The parties should evaluate and discuss what hardware/third-party software and/or third-
party tools will be needed by the Service Provider. The contract should specify who will
pay for the procurement and licensing of these tools and how export issues will be
addressed. Any additional third-party services required by the parties should also be set
forth along with an understanding of any subcontracting relationships held by the Service
Provider.

Service Levels

As with domestic ou